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“This is a consequential time.”

Satya Nadella, Microsoft CEO
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How have trends and tactics
changed?

Identity and social engineering

DDoS
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Nation-state threat actor activity
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Nation-state threat actor activity

Targeting by region

1 2 3456

7

Sector Percentage
- Europe & Central Asia 68%
2 North America 20%
3 Middle East & North Africa 5%
. East Asia & Pacific 3%
5 Latin America & Caribbean 3%
6 South Asia 1%
Sub-Saharan Africa 1%

Approximately 75% of targets were in Ukraine or a NATO
member state, as Moscow seeks to collect intelligence
on the West's policies on the war. Ukraine remains the
country most targeted by Russian actors.

Most targeted sectors

4 567| 10

1 2 3
89
Sector Percentage
Government 33%
2 T 15%
3 Think tanks and NGOs 15%
. Education and Research 9%
5 Inter-governmental organization 4%
6 Defense Industry 4%
Transportation 3%
8 Energy 2%
9 Media 2%
10 All others 13%

Russian actors focused their targeting against European
and North American government agencies and think
tanks, likely for intelligence collection related to the war
in Ukraine. Actors like Midnight Blizzard also targeted
the IT sector, suggesting it was in part planning supply-
chain attacks to gain access to these companies’ client’s
networks for follow-on operations.

Targeting by region

45l

1 2 3

67

Sector Percentage
n East Asia & Pacific 39%
2 North America 33%
3 Europe & Central Asia 12%
. Latin America & Caribbean 8%
5 South Asia 4%
6 Middle East & North Africa 2%
Sub-Saharan Africa 2%

Chinese threat actors' targeting efforts remain similar

to the last few years in terms of geographies targeted
and intensity of targeting per location. While numerous
threat actors target the United States across a wide
variety of sectors, targeting in Taiwan is largely limited to
one threat actor, Flax Typhoon.

Most targeted sectors

4 567H 10

1 2 3
89
Sector Percentage
IT 24%
2 Education and Research 22%
3 Government 20%
. Think tanks and NGOs 10%
5 Manufacturing 4%
6 Defense Industry 3%
Communications 3%
8 Finance 3%
9 Transportation 2%
10 All others 9%

Most Chinese threat activity is for intelligence collection
purposes and was especially prevalent in ASEAN
countries around the South China Sea. Granite Typhoon
and Raspberry Typhoon were the most active in the
region, while Nylon Typhoon continued to target
government and foreign affairs entities globally.

Source: Microsoft Threat Intelligence
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Nation-state threat actor activity

Targeting by region

Most targeted sectors

1 2

Nation-state threat actor activity

Targeting by region

Most targeted sectors

1 2 3 456 3 456789 10 1 2 3 456 1 2 3 4 56789 10
7 7

Sector Percentage Sector Percentage Sector Percentage Sector Percentage
n Middle East & North Africa 53% Education and Research 19% n North America 54% IT 44%
2 North America 23% 2 T 1% 2 East Asia & Pacific 18% 2 Education and Research 21%
3 Europe & Central Asia 12% 3 Government 7% 3 Europe & Central Asia 18% 3 Manufacturing 6%
. South Asia 6% . Transportation 6% . Latin America & Caribbean 3% . Consumer Retail 5%
5 East Asia & Pacific 3% 5 Finance 4% 5 Middle East & North Africa 3% 5 Finance 5%
6 Latin America & Caribbean 2% 6 Communications 4% 6 South Asia 2% 6 Think tanks and NGOs 3%
Sub-Saharan Africa 1% Energy 3% Sub-Saharan Africa 2% Communications 2%
8 Commercial Facilities 3% 8 Government 2%

9 Manufacturing 3% 9 Health 2%

10 All others 42% 10 All others 10%

Iran placed significant focus on Israel, especially after
the outbreak of the Israel-Hamas war. Iranian actors
continued to target the US and Gulf countries,

including the UAE and Bahrain, in part because of their
normalization of ties with Israel and Tehran's perception
that they are both enabling Israel's war efforts.

Iranian targeting focused on education, IT, and
government as part of strategic intelligence collection.
Iranian actors often target the IT sector to gain access to
downstream customers, including those in government
and the defense industrial base (DIB). "Other” includes
media and think tanks or NGOs, which Iran often targets
to gain insights into dissidents, activists, and persons
who can impact policymaking.

The United States remained the most heavily targeted
country by North Korean threat actors, but the United
Kingdom rose up the ranks this year to second place.
The "Other” category comprised 44 other countries
targeted by North Korean threat actors.

North Korean threat actors targeted the IT sector the
most, particularly to conduct increasingly sophisticated
software supply chain attacks. They also continued

to heavily target experts in the education sector for
intelligence collection. The “Other” category comprised
seven other sectors.

Source: Microsoft Threat Intelligence
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Regional sample of activity levels observed
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- Pro-Trump, Anti-Ukraine
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Election-related influence operations timeline

*: China (December 22, 2023)
PRC-linked influence actor Taizi Flood uses Al-generated audio files to allege then Taiwanese
Democratic Progressive Party presidential candidate was an informant in the 1980s. aside
; . elections

*: China (January 13, 2024) Taiwan
Taizi Flood promotes faked Al-generated audio recording of former presidential candidate Jan 2024
and Foxconn founder Terry Gou endorsing then Taiwanese Nationalist Party presidential
candidate Hou Yu-ih.

W Russia (February 23, 2024)

Russia-affiliated actor Ruza Flood registers a series of US election-themed news websites.
The websites are amplified over social media by inauthentic accounts using website redirect
networks to mask the actors’ infrastructure and likely use Al tools to generate content.

W Russia (April 19, 2024)

Russia-affiliated influence actor Storm-1516 produces fake video that attempts to frame
Ukraine for interference in the 2024 US presidential election.

*:  China (May 2024) Presidential
Sophisticated PRC-linked sockpuppet accounts position on new social media platforms elections
to spread divisive messaging, particularly surrounding protests on US college campuses us
ahead of the US presidential election. Nov 2024

r [ran (June 15, 2024)
Iran sends spear phish to presidential campaign, likely in preparation stage for influence
operations targeting the US elections. (Source: Microsoft data)

*7:

China (July 2024)

July 10: Deceptively edited short-form video from PRC-linked sockpuppet account
masquerading as US conservative voter reaches 1.5 million views.

July 13: PRC state media foment speculation of “deep state involvement” in Trump
attempted assassination.

On the right are key elections the influence actors were likely seeking to influence.
The flags represent the nation-state affiliation of observed influence actors.

Source: Microsoft Threat Analysis Center
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Daily- malicious traffic.volume

(millions)
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Techscam Malware

2 Financial [15%) 5 Freight and Logistics [5%)

3 Retail (12%) 6 All others (3%)

Source: SmartScreen log data
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Top email phishing types

QR ZEO| & ArEXH0A S HX|Z
=707 0| 22r0 A x| 7F = ==
oI}
AN .

@ Admin]HelpDesk
A More VvV

To (1] 2/6/2024, 7:53 AM

[EXTERNAL] Confirm ID Request Tuesday-February-2024 07:53 AM

Caution: This Email originated from outside of the organization. Please do not click links or open attachments unless
you recognize the sender and know the content is safe. If you have any doubts, please contact us via

.. Microsoft 365
8]

Hello

As you must know your assign password and your 2fA for will expire today Tuesday-February-2024 07:53 AM

O, <, o, o, i) O,
0 )'6 20 -’{3‘ ‘40 —’6 60 fé SO ""6 100 ){-' Scan with your smart phone camera to sign in with your current password to secure your account.

Phishing URL/link (56%)
2 OR code phishing (25%)
Once you've signed in with their it will i update our Microsoft system.

3 PhiShiI"lg attaCh mEnt {19%]‘ tlus e-ma{l’vs convftde/lrrfalv -ify r ' tonos "".w. ou must not ‘ "v_s "’:‘,‘ :" e :."""ef'ﬁuh\.J"w‘a ned in it

775 million

email messages contained malware
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Number of network DDoS attacks (January-June 2024)
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The number of DDoS attacks mitigated continues to increase, with a notable surge layer 4 (L4, application layer) attacks.
Application layer attacks are more stealthy, sophisticated, and difficult to mitigate than network-level attacks. Layers in

the key are in “packets per second (pps)”.
Source: Microsoft Global DDoS Mitigation Operations
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Chapter 2
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What is the path forward
to improve resilience?

Secure Future Initiative

Strategic cybersecurity

Incident response

Critical environments
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Chapter 3

Two key insights
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Emerging attack techniques
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What do we know about & ’é

new Al challenges and

/

Governments and industries
advancmg global Al security

solutions today?
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When it comes to Al-enabled human targeting, threats
will be more difficult to detect and defend against—
even with Al tools assisting defensive strategies. T
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