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Integrations

Choose an integration to start collecting and analyzing your data.

Browse integrations  Installed integrations

»

Web crawler

Add search to your website with the Enterprise
Search web crawler.

All categories 320 ) Q1 Search for integrations
AWS N
Azure 25 @ 1Password
Collect logs from 1Password with
Cloud 51 Elastic Agent.
Communications 3
Config management 2
Containers 8 c .
Eg ActiveMQ Metrics
CRM 1 Collect metrics from ActiveMQ
instances with Metricbeat.
Custom 27
Database 33
Elastic Stack 19 AlienVault OTX
Enterprise search 5 Ingest threat intelligence

indicators from AlienVault Open

Elastic APM

Menitor, detect, and diagnose complex application
performance issues.

i}

AbuseCH

Ingest threat intelligence
indicators from URL Haus,
Malware Bazaar, and Threat Fox
feeds with Elastic Agent.

Aerospike Metrics

Collect metrics from Aerospike
servers with Metricbeat.

Amazon CloudFront

Collect Amazon CloudFront logs
with Elastic Agent

Elastic Defend

Pratect your hosts and cloud workloads with threat

prevention, detection, and deep security data

0
a5
E

Ie

visibility.

ActiveMQ Logs

Collect and parse logs from
ActiveMQ instances with
Filebeat.

Akamai

Collect logs from Akamai with
Elastic Agent.

Amazon DynamoDB

Collect Amazon DynamoDB
metrics with Elastic Agent
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BEFORE

ON EVERY HOST:

e Filebeat for 21
e Metricbeat for H EEl
e APM agent for E2i|0|A

e Packetbeat for HE23
o Winlogbeat for /=< H|O|E
o Auditbeat for ZtA} Ci|O|E{

o Heartbeat for YEI!
e Endpoint for 29t

B ® o
2 L

NOW

ON EVERY HOST:

o Elastic Agent for 21, |
E2| Eg|o|A HEIR! Hot
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BEFORE

u can Find the full configurat:

ebeat .reference.yml sample

Filebeat inputs

sbeat

npu

# gach - is an input. rost o

ons can be set at

he input level, so

arious configurat

igurations.

rue to enable this input com

False

# paths that should be crawled and fetched,

based paths.
paths:

- fvarflogl*log

#- cz\programdstal,

. Tt drops the lines that are

ns to match. It exports the Lines that are
ion from the 11

# Exclude files. 4 L

+ regular expressi metch. Filebest

# are mstching any reg

lar expression from

default, no

#exclude Files: [*.gz$']

NOW

( Collect logs from Nginx instances

( Collect metrics from Nginx instances

“%* elastic
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& elastic

= . Fleet

Fleet

Centralized management for Elastic Agents.

Agents

&3 Ingest Overview Metrics

Agent policies

Q  Find apps, content, and more.

Agents

Q Filter your data using KQL syntax

Showing 9 agent

Status

Healthy

Offline

Rows per page: 20

Clear filters

Host

0a5eb619f6f3

8f34e1673f73

gke-astin-es80-test-
default-pool-0d5bff4a-tevh

gke-astin-es80-test-
default-pool-0d5bff4a-81ir

gke-astin-es80-test-
default-pool-0d5bff4a-
vba0

a2ce8709f48a

ip-172-31-44-242

astinui-macbookpro-2.local

2bcc6dc09ald

Enroliment tokens

Datastreams  Settings

&3 Agent Info Metrics

2 send feedback

©® Agent activity ~ Add Fleet Server Add age

Agent policy

rev. 7

rev. 7

Agent policy 1

rev. 37

Agent policy 1
rev. 37

Agent policy 1
rev. 37

rev. 5

Agent policy 2

rev. 4

local webserver
rev. 26

Status @ v o Agentpolicy 7 “~ Upgrade available
Healthy 2 Unhealthy 0 Updating 0 Offline 1 @ Inactive 6 Unenrolled 0
CPU® Memory ® Last activity Version Actions
Elastic Cloud agent policy (3 NA® NA® 32 seconds ago 8.10.4
Elastic Cloud agent policy (&) NA®  NA 11 hours ago 8.10.4
/A Outdated policy N/A © N/A ® 2 months ago 8.8.1
utdated policy N/A ® N/A ® last month 8.8.1
A\ Outdated policy N/A @ N/A G last month 8.8.1
Elastic Cloud agent policy (3 A\ Outdated N/A © N/A ® 23 days ago 8.8.1
\ Outdated policy N/A ©® N/A ® 3 months ago 8:8:1
/A Upgrade available
0.13% 321 MB 38 seconds ago 8.10.4
Elastic Cloud agent policy /\ Outdated N/A ® N/A ® 3 months ago 8.8.1

rev. 5
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................................ Save and deploy Changes

° g_él -ﬂ. |I:|_.|9§ E% O'”O|I|_-|EO'”A-I @ This action will update 56 agents
. Fleet has detected that the selected agent policy, Default policy, is already in use by some of your
755' *—I-! (POI |Cy) c|>=|-I E” O | E agents. As a result of this action, Fleet will deploy updates to all agents that use this policy.
i Co
o PowerSheI Il Chef' AnSI ble o= This action can not be undone. Are you sure you wish to continue?
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. Fleet Agents

[Z Send feedback

Fleet

Centralized management for Elastic Agents.

Agents  Agentpolicies Enrolimenttokens Datastreams Settings

&0 Ingest Overview Metrics 53 Agent Info Metrics

17

QQ Filter your data using KQL syntax

Showing 9 agents Clear filters

© Agent activity ~ Add Fleet Server Add agent

Status @ v Tags 0 - Agentpolicy 7 “ Upgrade available

® Healthy 2 Unhealthy 0 @ Updating 0 Offline 1

® Inactive 6 @ Unenrolled 0O

| Status Host Agent policy CPU ® Memory ® Last activity Version Actions
[Heaithy]  0asebs19f6f3 E'as;i° Cloud agent policy. @ NA® NA® 32 seconds ago 8.10.4

rev.
Offline 81341673173 E""sy“’: Cloud agent policy & NA® NAO® 11 hours ago 8.10.4

rev.

) Inactive

gke-astin-es80-test-
default-pool-0d5bff4a-tevh

gke-astin-es80-test-
default-pool-0d5bff4a-81ir

gke-astin-es80-test-
default-pool-0d5bff4a-
vbal

Agentpolicy 1 » oytgated policy
rev. 37
Agent policy 1

/A Outdated policy
rev. 37

Agent policy 1
rev. 37

/A Outdated policy

2 months ago

last month

last month

=0 22ce8709f48a Pl e B Aoudsted NA ©  NA © 23 days ago 8.8.1
rev.
— i Agent policy 2 . 8.8.1
) ip-172-31-44-242 Outdated policy N/A N/A 3 months ago oo
L nacive L ciicd = : e WE® o A Upgrade avaiable
() @Ay  astinui-macbookpro-2.local '°°az':’ebse”’°' 013%  321MB 38 seconds ago 8.10.4
rev.
2bcc6dco9atd E'ass‘ic Cloudagentpolicy @ A ougated NJA ©®  N/A © 3 months ago 8.8.1
rev.
Rows per page: 20 v $F D

% elastic
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18

. Fleet Agent policies Agent policy 1 [© Send feedback

< View all agent policies

Agent policy 1

Revision Integrations Agents Last updated on
40 7 Add agent Nov 15,2023

Actions v

Integrations  Settings

QU search... Namespace v @ Add integration

Name T Integration Namespace Actions
auditd-1 S Auditd Logs v3.10.0 default
elastic-defend o’ Elastic Defend v8.10.2 default
kubernetes-1 Kubernetes v1.42.0 default
network_traffic-1 @ Network Packet Capture v1.19.1 default
osquery_manager X¥ Osquery Manager v1.7.3 default
system-1 A System v1.46.0 default
ti_util-1 %’ Threat Intelligence Utilities v1.2.0 default
a
@ elastic



6’ elastic Find apps, conte

= . Fleet Agent policies Agent policy 1 Edit integration (4 Send feedback

¢ Cancel
Agent policy

4 Edit System integration Agent policy 1

Modify integration settings and deploy changes to the selected agent policy.

Integration settings Integration name
Choose a name and description to help identify how this system-1
integration will be used.
Description Optional

> Advanced options

( Collect logs from System instances Change defaults ~
( System auth logs (log) Paths

Collect System auth logs using log input Jvarflog/auth.log* x

varflog/secure* X

@ Add row

Preserve original event
™
29

Preserves a raw copy of the original event, added to the field
event.original

> Advanced options

@ ) system syslog logs (log) Paths
Collect System syslog logs using log input Jvar/log/messages* X
[var/log/syslog* X
[varflog/system* X
@ Add row

Preserve original event

o .
Cancel  Preview API request [5) sa '.‘ elastlc
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Observabiity  Logs  Categories

Categories

Filter by datasets

Message count  Trend

2607 T N\u-1%
2,615 T \u+0%
3 /S new

1 \mnew

6 A\t new

12 SN 1 new

7 N\_tnew

7 \_q\new
1,300 r\ﬂ\new
1,291 /_\ﬂ\new
1,291 N\ new
1 /N 1new

1 AN\ new

3 /N1 new

~ ~ Feb3,2021@03:00:0 > Feb3,2021@05:45:0 @ 1m

Category

*Returning+ads=

+receivedsrequestscontext_words+

+UNKNOWN+Stream+removed+
*Terminating+due+to*java.lang.OutOfMemoryError+Javarheaps
+INFO+*co.elastic.apm.agent.cache.WeakKeySoftValueLoadingC
*UNAVAILABLE+failed+to*connect+torall+addressess

+error+fetching+ads+by+category+

+java.net.SocketTil tion*mill

imeout+=on+

+Cache+miss+for+category+

+Adding+items+to+caches

+Items+now+in+cache+

sshutting g vers JVM+is+shutting+down
+server+shut+down*

+Attach+Listener+INFO+co.elastic.apm.agent.util.JmxUtils*

+Attach«Listener+INFO+co.elastic.apm.agent.configuration.

bd Settings

Datasets

advertService.log

advertService.log

frontend-node.log

advertService.log

advertService.log

frontend-node.log

advertService.log

advertService.log

advertService.log

advertService.log

advertService.log

advertService.log

advertService.log

advertService.log

advertService.log

Analyze in ML

Alerts and rules v

Maximum anomaly .. -

92

91

*73

® 72

®72

® 62

® 58

® 58

® 58

® 53

® 53

41

41

33

33

Recreate ML job
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@ elastic

@ ovsenvavity  Overview Al Assistant

C Refresh 2, Data assistant

® Add integrations

4l Observability 0verview 8| Jur

Overview
Alerts
Collect and analyze logs in observability

Dismiss Get started
"

Logs v Alerts

Show aler

Explorer weta

Stream 1 ) 1 :

Anomalies ’ G
Categories
\

Infrastructure [ \

| |
Inventory
Metrics Explorer \
Hosts  seta N

Columns 1fiold sorted 1alert Fiolds )
Actions Alert Status + Last updated v Duration Reason

Jesces [hcive ] 7,2022, 162020801 TC+a o e

Dependencies

Synthetics v Log Events

Show log s

Monitors

Logs rate per minute

stgresq!

own  productCatalogServicedog  frontend-r

2k " 81 563 388

Uptime
Uptime Monitors

® posty
TLS Certificates I

-l . 9.

o prod gse
User Experience o foors
Dashboard
Universal Profiling v Hosts

Show inventory

Stacktraces

FlaUraphe Uptime 7 Hostname cPUK Load 15 RX ™
Functions . sing {1 15.27 = 118 e T IMB/s
— —
NIA ser g . , ’ 19.6 2.4 2MB/s
N/A ) 39.97 ™ 1235 x 2PBIs
N/A gk jing € == 14.10 A oMB/s 8MB/s
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elastic

- Observability APM Services advertService 6d Settings Anomaly detection Alerts and rules [@ Adddata
Latency distribution @ @ Click and drag to select a range
25p
s
H
]
B
H
i
H
B
e A A el B
Current sample
Latency
@ All transactions @ Failed transactions

Trace sample 10of 500 > I Investigate E View full trace

ayearago 214 ms (19% of trace) 200

Timeline Metadata Logs

Type @ advertService @ custom @ elasticsearch @ inferred

= oms 20ms 40 ms 60 ms 80 ms 100ms 120 ms 140 ms 160 ms 180 ms z00ms 214 ms

% 200 [hipstershop.AdService/getAds 214 ms

w1
getRandomAds 214 ms
v —
E Elasticsearch: POST /ads/_search 103 ms
I
BasicFuture#get 50 ms
o1 . _________________________________________________________________|

AdService$AdServicelmpl#getAds 212 ms
-1 I ——

BasicFuture#fget 167 ms

& Elasticsearch: POST fads/_search 109 ms



Tracasomeies  Latney corntaons  Ralld uanssctioncornisons

....... s

24 ER|0] S 2 End-to-End _,=.'__¢1 T
ofz] MH|A ESHFHM S SILIO| trace.id2 ¢

o ALEX} ZHHOlM SHLtS| ERRMO[X| 2

® RUM
e MSA 2._"%'0‘”A‘| EI‘—JIK— A‘lHlﬁE E—El Javascript
o OIS 'EAL EBjO|A'CZ BN
Trace sample 10f 302 > DI
ayearago 1,147 ms (100% of trace) p o p /LOECAV7KIM Chrome (86.0.4240.183)
Timeline Metadata Logs @ A‘IH"A"O'E -?i!

frontend-node(Node.js)

Services ® frontend-rum @ frontend-node @ productCatalogService ® recommendationService ® advertService

® @ ® ® ®
@ HE FIEE0 MH|A
productCatalogService (Go)

@ FH MH|A
recommendationService (Python)

® &1 MH|A
advertService (Java)




& New Tab

@ Searct
=]

Linkedin

.3

Login — Elas.

Inbox (103)

°3

Google Tran...

Elastic

8.

Elastic Cloud

Google Drive

2

NAVER

+

Add shortcut
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Universal Profiling

Flamegraph  Differential flamegraph

- Cheyst oloiet ZiefolLfstel 22 e~
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Universal Profiling S Give foedback

TopN functions  Differential TopN functions

Baseline functions Comparison functions

= | Q) container.name : "cart-service-v1" [ ~  Last 15 minutes . K = | Q1 container.name :"cart-service-v2" [ ] ~  Last 15 minutes .

Normalizeby Time

Gained overall performance by @ Annualized CO2 emission impact @ Annualized costimpact @ Total number of samples @
™ 53.71% 4.681bs /212 kg $44.1 2132
1217 Ibs / 0.98 kg (53.71%) +$20.41 (53.71%) 987 (53.71%)
T v~ Function ~ Samples ¢~ Self CPU ¢~ TotalCPU + 1+~  Function ~ Samples ¢~ Self CPUCv Total CPU v Diff v
1 python3.7: lookdict_unicode_nodummy 111 5.21% 5.21% 1 python3.7: lookdict_unicode_nodummy 70 7.09% 7.29%
../Objects/dictobject.c#854 ..JObjects/dictobject.c#847 +36.94% rel (4 1.89%) (+2.09%)
+4.15% abs
2 python3.7: _PyType_Lookup 97 4.55% 5.21%
../Objects/typeobject.c#3085 2 python3.7: _PyType_Lookup 45 4.56% 7.19%
w j ject. 53.61% rel <0.01%) ,1.99%)
3 python3.7: _PyObject_GetMethod 89 4.17% 8.91% /Objects/typeobject c#3074 N b t
15.27% abs
../Objects/object.c#1144
) 3 Python: flask_route_interest 40 4.05% 21.58% ¥
4 Python: flask_route_interest 83 3.89% 62.85%
) interest.py#27 +51.81% rel (+0.16%) (+41.27%)
interest.py#31 +4.36% abs
5 thon3.7: _PyEval_EvalCodeWithName 66 3.10% 7.65%
pyp " )1‘ 4394 4 vmlinux: _raw_spin_unlock_irqrestore 35 3.55% 3.55% o
-{Python/ceval.c#3946 vmlinux+0xb8546e +16.67% rel (+1.58%) (+1.58%)
6 python3.7: frame_dealloc 60 2.81% 3.47% 10.71% abs
~/Objects/frameabject.c#470 5 python3.7: _PyObject_GenericGetAttrWithDict 32 3.24% 8.81% v 11
7 Python: _getitem__ 59 2.77% 32.97% ../Objects/object.c#1235 +3.03% rel (+1.69%) (+4.26%)
0s.pyH679 10.10% abs
8 Python: encode 51 2.39% 9.99% 6 python3.7: pymalloc_alloc 24 2.43% 2.43% v5 a
32 05.py#752 .JObjectsfobmalloc.c#1436 +46.67% rel (+0.32%)  (40.32%) '..0 elastic

+2.13% abs

al e e amioa . R P
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@ elastic

. Observability

Metrics  Inventory bd M Explore data  Settings  [Ci Anomaly detection  Alerts and rules

No view selected

Inventory

QU search for infrastructure data... (e.g. host.name:host-1) 05/05/2022 8:18:20 AM [> Auto-refresh

Show  Kubernetes Pods v Metric  CPU usage v Groupby  Node Sortby  Name

AWS-East | 137 AWS-West-1 | 103 AWS-West-2 92

Kubernetes Pod details
View details for kubernetes.pod.uid 65487506-8559-430
a-b29a-c2de19841461

Kubemetes Pod logs
Kubemetes Pod metrics
Kubemetes Pod APM traces

Kubemnetes Pod in Uptime

gke-1 | 83 gke-2 82 Azure-1 76

0% 99.6%

> Show history

@ Adddata




= . Obeervabity  Wfrastricture Mot bd  Setings Alertsandrules ~ [ Adddata 3§ AlAssistarmt
a i Hosts == © Tellus what you think!
Overview
Alerts ¥ @ (1 Searchhosts (E.g. clowd providergep AND systemoacl » 0.5) B ~ Detabase 3 Retrosh
5108
Operating System  Any ~  CloudProvide  Any ~ Hoat it ) mmm
Wieat ara thase meries? £
Logs
Stream CPU Usage
Anomates
Categories
Infrastructure 30-1%
Inventary
Metrics Explorer biame CPU usage (g O Mormalized Load {rvg) @) Memory Usage (avg) @ Wemony Fres (avg) @ Disk Spaca Usage (rvg ) & R vy @ T (rvp) @
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°
(Elastic Common Schema)

src:10.42.42 .42
client_ip:10.42.42.42
apache2.access.remote_ip: 10.42.42.42
context.user.ip:10.42.42 .42
src_ip:10.42.42 .42
source.ip:10.42 .42 .42

o Lol B0l Y &+ A= 2

(ITOps, DevOps, SRE, AppDev)

@ elastic

i

- Observability  Overview @ Add integrations
Over\llew v Feb3,2021@03:00:00.00 > Feb 3, 2021 @ 05:45:00.00

v~ Logs

View in app

Logs rate per minute

productCatalogService.log

frontend-node.log  unknown  shippingService.log

577 292 235 67
.I li .I “I o I ik | I| I 1 | I i i ® shippingService.log
* 1| il 'I I I ® unknown
il Wt |||| I i
Il i|||| ||I||||||| i il I|| || | ||| .
“ii“ i||||i||iiiii I|||| ii||i||||i| Wil ili iii i “ ||| iiii““lilm i | iII || il i il i i i . i R
Mooo0  omBen  ouae0 400 othto  Gean@0  Geasoo 0500 0 osiso 5450
~ Metrics View in app
Uptime 1 Hostname cPUH Load 15 RX ™
N/A gke-eden-3-staging-ssd-3-b.. " 2471% 7 sg3 ___ 16EBfs 32EB/s
N/A gke-eden-3-staging-ssd-3-b... " 37.45% ™7 1086 _ 56EBIs 64EB/s
~ APM View in app
Services  Throughput
14 773.0 tpm




‘l Elastic Observability ® clastic

Observabiity  Metrics  Inventory

B vschinoteaniog

Nginx access visitor ate

]

-]

Settings  [@1 Anomaly detection  Alerts and rules @ Adddata

Machine Learning anomaly detection

Jobs  Anomalies

Create ML Jobs

Anomaly detection is powered by machine learning. Machine learning jobs are
available for the following resource types. Enable these jobs to begin detecting
anomalies in your infrastructure metrics.

Hosts Kubernetes Pods

Detect anomalies for memary usage and
network traffic on hosts.

Detect anomalies for memory usage and
network traffic on Kubernetes Pods.

Enable Enable

@ showmodeibounds @ annotations.
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@ elastic

a@ v

Page load (median)

Total®

232s

Metrics (median)

First contentful paint@

508 ms

Core web vitals @

Largest contentful paint®

526 ms

Backend ®

9ms

Total blocking time @
10 ms

® Good (88%) © Needsimprovement (10%) ® Poor (2%)

Page load distribution

. 50tPSth

12%

10%

page-load-distribution

Frontend ®

2.31s

No. of long tasks @

2

First input delay®
Tms

Add data

Pn Explore data

Total page views

7169

Longest long task duration @

87 ms

® Good (100%) © Needsimprovement (0%) ® Poor (0%)

No breakdown v

99th

00s 20s 40s 60s 80s 100s 120s 140s 160s 180s 200s 220s 2405 260s 280s

transaction.duration.us

Page load duration by region (avg.)

o owemenr

Total page views

140

Count of records

5:30

15115 1
June 7, 2022

Visitor breakdown

Browser

Total long tasks duration @

123 ms

Cumulative layout shift®

0.000
—

® Good (100%) © Needsimprovement (0%) ® Poor (0%)

No breakdown v

Operating system

12.36%



Error occurrence ® View 19 occurrences in Discover.

a few seconds ago HeadlessChrome (79.0.3945) % customers

Exception stack trace Metadata

Test CaptureError

~ webpack:///./src/rum.js in call at line 78

73. featureFlags: [ double-trouble', '4423-hotfix’]
74. }

75. B

76.

7. try {

78. throw new Error('Test CaptureError')
79. ) catch (e) {

80. apm.captureError(e)

81. }

82.

83.

~ webpack:///webpack/bootstrap bl1113b74ced4a8bb4dd9 in this at line 19

14. 1: false,

15. exports: {}

16. }:

17.

18. // Execute the module function

19. modules[moduleId].call(module.exports, module, module.exports, __webpack_require__);
20.

21. // Flag the module as loaded

22. module.l = true;

23,

24. // Return the exports of the module

> 1library frame

39 “* elastic
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& elastic
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A3

AlX| HI0|E] 7|8t Z 10| = (runbook)

HE

= Show chats

&8 High Latency Incident

What would you recommend to remediate that issue?

Elastic Al Assistant responded

Analyzing the logs would allow you to better understand what's wrong. Do you
want me to run analysis of your logs?

@ Done

+; Regenerate

Elastic Al Assistant responded

The following log spike was found via Elastic AIOps:

Log Rate Spikes Total documents: 122,531

Name Field value Doc count  Impact
related.user pgbench 378,028
user.name pgbench 829,078

postgresql.log.database  pgbench 711,083

Hgh occurrence of logs with the value “pgbench”. This indicates that load testing
or benchmarking is being performed on the database




Alerts - Observability - Elastic x  +

C @ observe.prod-3.eden.elastic.dev/:

B3 Elastic B9 wiki B3 G-Suite B3 Tool

 elastic

= @ coservabiiy  Alerts B Add integrations Al Assistant
. Rule count Disabled Snoozed  Errors
dl Observability Alerts 6 3 0 0 Manage Rules
Overview
= () Search alerts (e.g. kibana.alert.evaluation.threshold > 75) i ~ Database & Refresh
Logs 1 1
Alerts Active now

Stream
Anomalies
Categories \\‘
Infrastructure |
inventory / \
Metrics Explorer i = 3 . . ) . 8: -3 18 3

June 7, 2022
Hosts ~ seta

Columns T 1fieldsorted 1alert 1] Fields E &8 0
APM .

Actions Alert Status - Lastupdated ~ Duration ~  Reason v
Services @ oes Jun 7, 2022, 16:20:20.801 (UTC+9) 567 s 101816 log entries in the last 5 mins. Alert when > 20000
Traces

Dependencies

Synthetics
Monitors

TLS Certificates

Uptime
Uptime Monitors

TLS Certificates

User Experience

Dashboard

Universal Profiling
Stacktraces

Flamegraphs

Functions




E = 144 E2O|E elastic.co/cloud/signup
ZI AELE elastic.co/training/free

FREE ELASTIC TRAINING

Enterprise Search Quick Start

In this 3-step Quick Start series, you'll learn about Elastic Enterprise Search: modern, natural search
experiences with pretuned relevance for your apps and websites. See how quickly you can get set up, ingest
data, discover the search interface, and analyze and tune a search engine for your needs. Topics include

what is Elastic Enterprise Search, indexing data into Elastic Enterprise Search, and analyzing and

refining search.

Start free trial Read documentation —>
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Thank you!
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