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Top Kubernetes workload categories
Percentage of organizations + YoY growth

60% 70% 80%

30% 40% 50%

0% 10% 20%

Open source observability +29%

Messaging +36%
C1/CD
+43%
Big data
+35%

Security
+55%

Service mesh

. 2021 . 2022

+33%

EX: Dynatrace(https://www.dynatrace.com/news/blog/kubernetes-in-the-wild-2023/)
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SECURITY

a

Polaris

\y

Goldilocks Open Policy Agent Kube-hunter
Identify Kubernetes

Scan containers for known
workload configuration

Get suggested CPU and
vulnerabilities

Apply custom policies to

Hunt for security
memory settings for each Kubernetes resources weaknesses inside your
issues of your workloads cluster

Ponding Panding Available Ponding i EiE
Kube-bench Nova Pluto RBAC Reporter Right Sizer

Check your cluster against

Discover Helm charts that
the CIS benchmark

Discover resources that
are out of date

Keep track of roles and
are using deprecated APls

bindings

Detect and remediate out-

of-memory events
Availobie Ponding Ponding Avallablo Availablo

Prometheus Coll...

Collects Prometheus
metrics to provide more
accurate cost estimates

Available

N
P

Falco

Detect intrusions and
security events in your
cluster

Available

Workloads

Gather metadata about
each of your workloads

Available

aws

AWS Costs

Ingest billing information
from AWS

Available

Admission Contr...

Prevent creation of
Kubernetes resources that
don't adhere to your
policies
Available

Kbt

Kyverno

]

Kyverno

Convert background scan
Policy Reports into Action
Items

Available

. . t- d- Za{70]
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API (all methods)
insights.fairwinds.com/*
Docker Images (pull only) AT} 22| AE Insights AP
quay.io/fairwinds/*
us-docker.pkg.dev/fairwinds-ops/* Fairwinds Insight Agent
index.docker.io/aquasec/*

Polaris vy Goldilocks

index.docker.io/curlimages/*

Supplementary Data (GET only) 4>

raw.githubusercontent.com/FairwindsOps/* (goldilocks)

Database Report
github.com/aquasecurity/* (trivy) Storage

artifacthub.io/api/v1/* (nova)

= Fairwinds | OSC




Fairwinds Insight &5 O3 |El X

. 000 - 0 DevOps / O wotel
Al’o x}' @WP & App _(EL-'l @P zlgéform/ ’? (=

s Fairwinds Kubernetes Self-Service
» Insights SaaS EL Self-Hosted

Shift-Left Runtime

Policy-as-Code
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Runtime Agent

Powered by
Fairwinds & Best of Breed
Open Source

Trivy

Polaris

Open Policy Agent
Prometheus

Admission Controller

Or@Ce®e

Goldilocks
Pluto
+more
Integrate & Optimize
@ Datadog
¢ Jira
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All Clusters v
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entaurus > All Clusters

Home
Clusters Clusters

v Cluster
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Health Score Action Items
87% an

88% 485

89% 789

89% 790

89% 790

89% 790

89% 791

89% 790

88% 72

89% 790

89% 790
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Trends
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Action Items / 1% (Remediation) 70| =

SR All Clusters ¥ list All ltems R t
== Fairwinds 7 St eports

Insights — Action Items View

osc-korea > Action ltems > All ltems

Home
By Severity Top Issues Top Namespaces Top Workloads
Clusters

Action Items Priority class should be set

minikube/kubescape/Deploj

minikube/testing/Deployme|

Image pull policy should be "Al

Efficiency

Vulnerabilities Pod should be configured with

. Check 1112 - etcd Data Directory Ownership
Repositor\‘es Label app.kubernetes.iofinst J

Critical

. ID 305953377
Compliance

First Seen  LastReported

Policy sdaysago 7 minutes ago

Automation Search Saved lists - | | Team: Name - esolve - /| Assigr

Report Event Cluster Namespace
Showing 1-25 of 239 resuits hidden columns Results [ kuse-bench 12 minikube /A
= Kind Name Container
(el T Add to Manual List v pEtelee R el Add to Query List v
Node minikube N/A
ID TITLE SEVERITY¥ CATEGORY REPORT RESOLUT Description
Ensure that the etcd data directory ownership is set to etcd:etcd
FILTER FILTER FILTER FILTER NONE (1 tomated)

Audit: D4

305953377 Check 1.1.12 - etcd Data Directory Owner.. Critical kube-bench Mone
305948820 Image has vulnerabilities Critical trivy None  SPectedResult’etedieted s present
Remediation
[ N ) ) - On the etcd server node, get the etcd data directory, passed as an
305953386 Check 1.4.1 - Scheduler --profiling Flag Critical kube-bench None argument --data-dir, from the command ps -ef | grep eted’. Run the

below command (based on the etcd data directory found akove). For

. 0 .I
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Images/Vulnerabilities

R AllClusters ¥ allima

Fairwinds
Insights

osc-korea > Vulne

Home
Top Impacted Images
Clusters

Action Iter

Efficiency

Vulnerabilities
Reposito

Complian:

Automation

All Vulnerabili

lities > All Images

Severity Breakdown

Show Resolved Only

© Fairwinds 2023

Priv
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en Source

Terms

Top Impacted Packages

golang.org/x/net:v0.0.0-

“onditions

minikube

(@ support
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inds
Insights

Home

Vulnerabilities

Repositories

Complianc

Palicy

Automation

2 Aliclusters ¥ Alllmages Al Vulnerabilities

osc-karea > Vulnerabilities > All Vulnerabilities
Top CVEs

Severity Breakdown

CVE-2023-2253

CVE-2023-3446

CVE-2023-3817

CVE-2023-2650

CVE-2023-2976

® LostSynced Trivy

coreutils: Non-priv

Top Impacted Packages

github.com/dac}
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fake-work > Compliance Reports

All Compliance Reports

All of these reports can be exported into a PDF report

@ Create New Report

Name Clusters Types Progress

z::::i;:ce production HIPAA SOC2 ISO _
Production production soc2  Iso [ ]
Staging staging s0C 2 . D

New Report

Report Name

Report Name
Clusters Types

(@ Add Clusters @ Add Types

minikube HIPAA SOC 2 IS0 27801

Select... NSA Hardening Guidance

Update

Edit

Edit

Edit

I felect

HIPAA

soc 2

1SO 27001

NSA Hardening Guidance
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Download

+

+

+

Download

Download

Download
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Insights

All Compliance Checks

Alerting for Cluster Autoscaler

S0C2: a1
IS0 27001: aA1213

Self Assessment

Are alerts set up for when the Cluster Autoscaler is close to or at its maximum?

Evidence

There is no evidence at this time.

Alerting for HorizontalPodAutoscaler

-@ -so 27001 Reliability

S0C2: a1
IS0 27001: A1213

Self Assessment

Are alerts set up for when HorizontalPodAutoscalers are close to or at their maximum?

Evidence

There is no evidence at this time.

Rp—

Anonymous Authentication

NSAH g Gi : NSA- and

Self Assessment

Are you following Authentication and Authorization best practices?

Evidence




Policy (polaris, falco, kube-bench, etc)

Fairwinds
Insights

Home
Clusters
Action Items
Efficiency
Vulnerabilities

Repositories

Compliance

Policy

Automation

Jay
osc-korea
Settings
Help

Collapse

Policy @  Liroiicies

osc-korea » Policy > All Policies

Search

thread nams

Clear Log Activities

Contact K8S API Server From Container

Create Hardlink Over Sensitive Files

Create files below dev

DB program spawned process

Delete or rename shell history

Launch Ingress Remote File Copy Tools in Containe

Launch Package Management Process in Container

Launch Privile Container

Launch Remote File Copy Tools in Containe
Launch Sensitive Mount Containe

Launch Suspicious Network Tool in Container
Modify Shell Configuration File

Modify binary dirs

OPA Policy Templates

OPA Policy Wizard

REPORT TYPE 4

FILTER

= Fairwinds | OSC

SEVERITY

FILTER FILTER

c ing references :

( 2EMNCES £
Container ould be restricted
Container s

Container s|

em should be read on ¥

t IPC should not be configured

t PID should not be configured

Host net

rk should net be configured

port should not be

CONFIGURATION

FILTER

REPOAT TYPE 4

polaris

polaris

polaris

polaris

polaris

polaris

polaris

pobaris

pobaris

pobaris

pobaris

pobaris

pobaris

polaris

Check 111 - API Server File Permissions

Check 1.1.2 - APl Server File Ownership

Check 1.1.3 - Controller Manager File Permissions

Check 1.1.4 - Controller Manager File Ownership

Check 1.1.5 - Scheduler File Permissions
Check 1.1.6 - Scheduler File Qwnership
Check 1.1.7 - etcd File Permissions

Check 1.1.8 - etcd File Ownership

Check 1.1.11 - etcd Data Directory Permissions

Check 1112 - etcd Data Directory Ownership

Check 1.1.13 - admin.conf File Permissions

Create OPA Policy

REPORT TYPE 4

KUBE-BENCH

kube-bench

kube-bench

kube-bench

kube-bench

kube-bench

kube-bench

kube-bench

kube-bench

kube-bench

kube-bench

kube-bench

Warn

Warr

Securit
Securit
Securit
Securit
Securit
Securit
Securit
Securit
Securit
Securit
Securit



Automation

= Fairwinds Automation AllRules  Rule Wizard Logs

» Insights

osc-korea > Automation > Rules Wizard

wr Home
Rule Name Rule Description
B Clusters P
ignore-system-namespaces Mark action items in system namespaces as "won't fix
Action Items
Context
Efficiency Agent osc-korea > Automation > Rules Wizard
Vulnerabilities Report Rule Name Rule Description
Repositories All Do-not-scan-development-nat Do not fail Admission Controller for the Development namespace by updating resolution
Compliance Cluster Context
Policy All Admission Controller
Automation Action Report
All
Cluster
minikube
Logs Action

if - ) "development") {
Update Rule . .

Logs
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Keep Compliance &
Security Happy

Fairwinds Insights
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Read case study here:
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