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Source: Sector research; industry reports; BCG ClIO engagements
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“l don't have all the information | need to make the tough decisions

between addressing cost pressure and planning for the future”

clo9| ZIgst gt pet

"My immediate focus is on our people, but there is a backdrop of

real fear for the business. | feel like everyone is looking to me”

Mo Ciet M22 Ho| - 7 W

“This situation is unprecedented. We are finding ourselves planning

for things we have never done or even thought of before”
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Initial steps Gaining Fully self-
momentum service
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JOBS / 363 - Wave Workflow Example
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FINISHED Not Finished
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- NTP, DNS

- Compliance & Security

- OpenSCAP, STIG, CIS

- Install Additional
Software

COTS applications

Access Control Lists

2. 3.

SELF-SERVICE D2 MA AR @T EZ 29 3 X
; E) 714t Hj &

Z28 MIMH|AE 0|83 | (SOE) 7|4to] H
Z2HNY /1A 2% - K|, AR H - UMware
- 8¢ - Cloud Instance
- Mol HZ templates (AMI, ARM..)
- HELIA ZENA Azure, GCP, AWS
5. 0. /.
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ol M x| Xkod - ; ' °
x2S SH (i.e Network) ey ]
- AppServers - Firewall, Ports - ZE20[HA HAL
- DBServers - VPC - MH[AHIAE
- Middleware - VLANs

8.

Application /
Business Outcome
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Annual effort in people weeks to provision servers

@ Annual effort for manual approach == Annual effort to maintain provisioning ansible content

20

15

10

Effort in weeks

Provisions 365 and
decommission 211 servers per

year.
Average manual VM build time 47

mins vs 20 mins for Ansible
7 weeks
VS
2 weeks

Ml I AH| A Q| O|H

200 400

VMs provisioned

Source: Results shared by Red Hat customer in the Financial services
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Key benefits
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Ansible Automation
Platform

' vmware
vCloud

or

Disable tftp Service

Install tcp_wrappers Package

Disable xinetd Service

Set Deny For Failed Password Attempts

Set Password Minimum Length

Set Password Strength Minimum Digit Characters

Set Password Strength Minimum Lowercase Characters

Set Password Strength Minimum Uppercase Characters

fail

fail
fail

fail
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- name: "Ensure SELinux State is Enforcing"
lineinfile:
path: /etc/sysconfig/selinux
regexp: '~SELINUX='
line: "SELINUX={{ var_selinux_state }}"
create: yes

- name: "Set Password Minimum Length in login.defs"
lineinfile:
dest: /etc/login.defs
regexp: "~PASS_MIN_LEN *[©-9]*"
state: present
line: "PASS_MIN_LEN -

{{ var_accounts_password_minlen_login_defs

Compliance and Scoring

The target system did not satisfy the conditions of 32 rules! Please review rule results and eonsider applying remediation

Rule results

32 failed

Severity of failed rules

Score
Scoring system Score Maximum Percent
urn:xccdf:scoring:default 52.660534 100.000000

I3
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ORCHESTRATE THREAT RESPONSE i o
ACROSS SECURITY DOMAINS inil ==l

IDS/IPS
ENTERPRISE
SIEM ‘ FIREWALLS
. /
o @ _°
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PAM
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ENDPOINT
PROTECTION SECURE
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Security Information &
Events Management

splunk>

@ Fi:ATINET

Ansible?| Security It E L
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Intrusion Detection &
Prevention Systems

éi gfaﬂr » Check Point

F:=RTINET

Enterprise Firewalls

TNIIE
Check Point €ISCO.

SOFTWARE TECHNOLOGIES LTD

Privileged Access
Management

<

CYBERARK
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RedHat Z® nrew MHA TS 3 85 B D22 B 219 B =244 B Products ceph

Red Hat ( Login

Explore our open, multicloud tools

Log in to your Red Hat account

cloud.redhat.com

&8 RedHat
Ansible Automation
Platform

Red Hat
Insights

Proactively identify and remediate threats to security, performance, Extend your automation with analytics, policy and governance, and

and stability. content management.

Learn more =» Learn more =»

Tryit =




Ansible Content Collections

Discover, publish, and manage Collections

— RedHat

. HCHB IES Sof B E D, K| Thst PRETEE ..

Automation Platform
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Modules Holes Plugirs Modules Roles Plugins Modules

22
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power_aix
Provided by IBM

Ansible Content for IBM Power

Systems - AIX provid

Roles and madules for installing
and using Sensu G...
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Red Hat Insights

Red Hat
Insights

!

Red Hat
Ansible Automation
Platform

I -

What happened?

DESCRIPTIVE
ANALYTICS
(DA £

What will happen?

Why did it happen?

PREDICTIVE
ANALYTICS

(ol 24)

DIAGNOSTIC
ANALYTICS
(RlEH 4

‘

What can we do

about it?

PRESCRIPTIVE
ANALYTICS
(K 24

24

Never Mind...l!!

- FAZ2 +Hol0f5H=7t7
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How can we fix it?

AUTOMATED REMEDIATION
Al
(Ats +=d)

[#)




Why Red Hat Insights?
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Why Red Hat Insights?

Operational Efficiency
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Security Risk Management



1,000,000+
solved cases

100,000+
unique solutions

RESOLVE

27

‘ Red Hat
Insights
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Red Hat

Red Hat Insights

Dashboard

Advisor

Vulnerability

Compliance

Patch

Drift

Policies

Inventory

Remediations

Subscription Watch

Documentation

Dashboard

e (2] John Spinks

Insights system inventory

432 8% of total syste...

Systems running insights-client

81 stale systems

© 79 systems to be removed

Advisor recommendations

9 Incidents detected

@® OCritical @ 20 Important 70 Moderate

120 Recommendations impacting 277 systems

Vulnerability

2648 CVEs impacting your systems

Subscription Watch utilization summary
Red Hat Enterprise Linux
=

Red Hat OpenShift
|

@® 224CVSS80-10 @ 2002CVS54.0-79 422 CVSS 0.0-39

H

Patch
395 systems affected
® 1227 security advisories

® 3084 bug fixes
® 602 enhancements

Compliance

DISA STIG for Red Hat

Enterprise Linux 7

0 systems 0% passes

Red Hat Corporate Profile for
Certified Cloud Providers (RH
CCP)

Osystems 0% passes

Standard System Security
Profile for Red Hat Enterprise
Linux 7

9systems  27% passes

10 more compliance policies

Remediations
@ Success elfutils

07 May 2020 17:25 UTC
@ Ssuccess Postfix_patch

07 May 2020 16:28 UTC
@ Success glibc_patch

@ Success

D 1219 UTC

CC_SQLO1



Red Hat

Overview of Red Hat Insights

Dashboard

Advisor @
O
Vulnerability \ O @

Compliance

Patch

Advisor Vulnerability Compliance
Drit 184, ds 3 oA Red Hat Enterprise OpenSCAPO| 2 &
o3l B Linux CVE®7h M Y FEZE2 w7t Qu
inventory Ho DL[EE

Remediations

Subscription Watch
Red Hat {EAFEM

Documentation ||=E|“. </> ol_:l% = 9— =X Ol

et 2ot 2|

Subscription Watch

Drift Policies Patch

J|& T2mt H|w 5 XA B S Folsta A MEHE R[S @[t
O™ &EiQt Hlwol] tHE  EL|EZSIH S LK AlE Red Hat #1 M & 7t
TR v




linkedin.com/company/red-hat

Thank you

B outube.com/user/RedHatVideos
Red Hat is the world’s leading provider of enterprise

open source software solutions. Award-winning .
f facebook.com/redhatinc

support, training, and consulting services make

Red Hat a trusted adviser to the Fortune 500. y

twitter.com/RedHat




