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(Enterprise Security Management)
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SIEM (Security Information and
Event Management)

CTI (Cyber Threat Intelligence)
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Al * ML (Machine Learning)

SOAR

(Orchestration Automation and Response)
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Eofx”f” 4f84231aff35eedc1872766c8; lotte40Unid 2.5}
o GET /jk?c=28&p=chxtMFjviAUahjioSDKo4i} 2 &
0|u-1].§ GET /jk?c=50&p=UdGWaSWjsSzgwuuplDr] &

GET /news/article/__icsFiles/artimage/20) 2 &
GET /news/article/__icsFiles/artimage/20| 2 &
GET /news/article/__icsFiles/artimage/20| 2 &
GET /news/article/__icsFiles/artimage/20| 2 &
GET /jk?c=50&p=HzYOCrSw17otuddAxXicd 2
GET /a_pb?page_url=http%3A%2F%2Fspod &
GET [templates/global/json2.js HTTP/1.14 2 &
GET /delivery/lg.php?cppv=28&cpp=hj-Xc34 L&
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Abuse and Nefarious Use
of Cloud Services

Malicious Insiders
Insufficient Due Diligence

Insecure Interfaces and APIs

Shared Technology
Vulnerabilities

Data Loss
Data Breaches

Account or Service Hijacking

Denial of Service
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Abuse and Nefarious Use
of Cloud Services

Malicious Insiders
Insufficient Due Diligence

Advanced Persistent Threats

Insufficienet Identity, Credential,
Access Key Management

Insecure Interfaces and APIs

Shared Technology Issues

Data Loss

Data Breaches

Account Hijacking
Denial of Service

System Vulnerabilities

Z24QC MH|A 28/948
(Abuse and Nefarious Use of Cloud Services)

LHEX} |2 (insider Threat)

=25E0H AR, F2|HE, FH2 7|2
(Insufficienet Identity, Credential, Access Key Management)
F| 2ot M{QA (Weak Control Plane)
EZE A% £ EoE AR
(Misconfiguration and Inadequate Change Control)
Hotel SEIRLE A2l JHA|Y
(Limited Cloud Usage Visibility)
=0Tt QIE{m|o| A G API

(Insecure Interfaces and APIs)

O|O|E| 8= (Data Breaches)

A8 50| XY (Account Hijacking)
HIEFAE24]9 OfZ 2| AE 24K AT
(Metastructure and Applistructure Failure)
Z2toc ol L HEtOlg
(Lack of Cloud Security Architecture and Strategy)

T

= O
HZEE QS S otz 2ot Ho]H /K= S
Yot off B iges

|
40
M
A\
rc
HL
o
(@)
b
i
>t
wa
I=]
i)
el
i
|
4>
o
e
0]

otRE 7|8 2R X[t

HIGLOO




tr|, oA E9ta?

| HE2/EE| S2t*EECSP

PUBLIC CLOUD

aws
Googié Cloud
B" Microsoft Azure
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MULTI CLOUD

e
F] openstack

B* Microsoft Azure
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Full responsibility for security, unlike the shared responsibility model with public cloud providers
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Security breaches are more common with private clouds than public ones, contrary to popular perception
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Shifting workloads between private clouds and public ones increase the risk of configuration errors and other security issues
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A lack of east-west visibility, that is, into traffic within the network
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North-South Traffic
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CSPM (Cloud Security Posture Management)
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