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The Mantra, Zero Trust

Don't treat packets as if they
were people

Never trust, always verify

Assume breach

Verify explicitly
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PROTECT DATA

UNDERSTAND DATA FLOW

MICRONETWORKS

VISIBILITY & MONITORING

AUTOMATION

A Visibility - Logging, Analytics and Al

‘ SIEM and SOAR Automation
- Minimize Application Access
‘ Micro Segment Networks
_ Foundational Security
_ Validate Users & Devices
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* Micro-segmentation
« Foundational Security Using DNS

« |dentity and Access Management (IAM)

« Two-Factor Authentication (2FA)

« Security Information and Event Management (SIEM)
 Security Orchestration, Automation and Response (SOAR)
 Cloud Access Security Brokers (CASB) with Encryption, DLP and DRM
* Deception Technology

« Network Detection and Response (NDR)

« Endpoint Detection and Response (EDR)

« User and Entity Behavior Analytics (UEBA)

« Adaptive Access Control (AAC)

DNS QUERY Eﬂ
e

.

J

ROOT
DNS SERVER
A m_;

3 g -
s E‘l
LOCAI '\
DNS SERVER -
7

DNS (PORT53)
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2000 2005 2010 Today
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Weaponization
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DNS Protocol Anomalies

DNS Hijacking
DNS Exploits
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Gartner Research

Quick Answer: How Can Organizations
Use DNS to Improve Their Security
Posture?

Summary

DNS presents security and risk management leaders with some excellent
opportunities to anticipate, prevent, detect and respond to prevailing threats.
Organizations should implement DNS security to protect users, devices and other
critical infrastructure.

Published: 08 June 2021
ID: GO0723978

Analyst(s): Craig Lawson, John Watts
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Anne Neuberger
Director, NSA Cybersecurity Directorate
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Infoblox will continue to monitor Log4j exploitation activity both internally and externally, as
well as update this blog when new indicators are discovered.

Microsoft

Hi Simon,

Here's a summary of the recent activity in your
notebook Travel Planning.

o) A new page named Trip was created by

@ Malorie

11:00 AM - Travel Planning

m Recommendations was updated by

\% multiple people.
2:30 PM - Travel Planning

- The OneNote Team

B Microsoft a
One Microsoft Way
Redmond, WA

98052 USA

Copyrigh Microsoft Corporation
Privacy Statement | Update Notification Settings

facebOOk.com Indicators Confirmed as Malicious
* Summary Type 10C Categorization | Notes
Summary
HOST | log[.]Jexposedbotnets].]ru malicious Muhstik Botnet, C2
More Details 5
S DNS Record Count HOST | abrahackbugs[.lxyz malicious Elknot Botnet, C2
mpacted Devices
Current DNS ® HOST | cuminside[.]Jclub malicious Elknot Botnet, C2
Recent summary of activitiy
© Microsoft OneNote <microsoft@micrasoft-office365.com> HOST m3[']Wtf malicious Elknot Botnet, C2
TJo: © Simon Au
HOST | pwn[.]af malicious Elknot Botnet, C2

10/4/21

om

MICROSOFT.COM

\iSH
MICROSOFT.COM

https:/ /www.apple.com
https:/ /www.apple.com

. o
18 | © Infoblox Inc. All rights reserved. e®
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What we found?

= X| DNS E2{ZE0f|M Infoblox B1TD?| &4

' THREAT CLASS

81,019 o Cryptocurrency <= , Cyplomining Aol 2l 228 dEtof Hig Bt
60,299 MalwareC2DGA < ; EHGQQE EC%‘CJTJ%* Hﬁ;ﬁ%i% r;l Jé;.e ?ja %%%* 3 Ql= EHolS
2801 ® MalwareDownload <~ | QOIS 01t IOl S 9ISt ALEQ0IS Cr2he e
4,453 e Data Exfiltration < b ?{I\SO%IA:E%I?I}S éﬁ@;ﬁﬁ'%@}; gi;:';' IES% oAl 2=[5t0]
3,967 ® Proxy - h ﬁﬁioﬁfﬂﬁi Eji IEE%I E% 2 H[O|X| EE&= CHE AHOf| A
2,595 Phishing <= . idfgl% O¢| éﬂ%ﬂéd& E':,; %Ho C)| |::J§5|j Eg %E!@FIEM O|H|Y S ALE SO
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: Malware /Group | Discovered | _ DNS Communication
Encrypted channel established by malware . i |:-|| 0 | E_-| _ﬁ_% o | Sunburst 2020 @
(nonstandard port) | | 5 I — Godlua: 2020 Q
Theft of company-owned assets 3 O /0: D N SE Quadagent / OilRig 2020 €2 / exfil / infil
(mobile devices, laptops) “'Ps""xa'“;-""s’ BAVS zzz = "’:;' bl
b iXBot
Email SV
€2 / exfil / infil
. 2/ exfil
Over DNS (DNS tunneling) Q/ e:ﬂl  infil
€2 / exfil / infil
HTTPS (encrypted traffic) €2 / infil
€2/ infil
USB or other removable media : sz i
| Wekby 2016 (@)
Theft of employee-owned device [ Multigrain POS 2016 Exfil
- ProjectSauron / Strider (NSA?) 2016 €2 / exfil
File-based transfer (FTP, SFTP) |GGG ?PW“‘WM‘ :gﬁ ;2"
ramewor e
1 PlugX v2 2014 (o]
HTTP traffic F CobaltStrike (pentesting tool) 2013 2 / exfil / infil
. . FeederBot 2011

0% 10% 20% 30% 40% 50% Morto 2011

Source: SANS Data Protection Survey
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apps.infoblox.com

Hong Gildong
543112197
04-10-1999

567 2017-12

7895-2068-2234-8781

Name
ID
DOB

Visa Card #

CVV & Expiry
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DNS
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LHE DNS
(MS DNS)
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a2b5c8.1.12.apps.infoblox.com
d1e3f0.2.12. apps.infoblox.com
d5e6f2.3.12. apps.infoblox.com

K

LiR HIER2

Hong Gildong Name
@ 543112197 ID
D ‘ 04-10-1999 DOB
7895-2068-2234-8781  Visa Card #
HEIIE EE/ 2todg| Chat)|
INE=D PSP HH= e = 567 2017-12 CVV & Expiry
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ARl #1 - DNSE &%t HIO|E /& Al XM

® Infoblox DNS &H|0|A DNS Tunneling ?|'H
® DNS Tunneling 2 @ANOZ=DNS ZZ2E

* ML/AI 10 O|3t Q1| Q| MO

-

Response Policy Zones Home

insight

Quick Filter None

Goto

B

pReGARBLOERERRDN

e s %

Name or Addr&ss

*_previews. dropboxusercontent.com
*.g00.webmd.com
*.g00.sfgate.com

= sfgate.com

* g00 ranker.com

“.kro.io
*.g00.metacritic.com
*.g00._cbssports.com
*.g00.flyingmag.com
*.dropboxusercontent com
*.chron.com

= g00.chron.com
“.nciashield.org

* static.gscdn.net

*.qq.com

=8 =E &5

E
&)
A

~Eotd

mo i mjo

Show Filter

Go to Threat Analytics Whitelist view

Block Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Biock Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Biock Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Block Domain Name (No Such Domain)
Block Domain Name (No Such Domain)

Block Domain Name (No Such Domain)

0|3t T0|E RF AIZS EHX| =
Moj=2 7| = x
XHEF 20| off A

re) o
Yoty 52 8
s

LH CH2 1)

AtS AHE

FDNS X0 Z 0IAl8
X

Mt

" Comment «

[2018-10-18 16:24:06 KST] [member:
[2018-10-25 01:38:30 KST] [member:
[2018-10-27 00:13:11 KST] [member:
[2018-11-09 09:45:26 KST] [member:
[2018-12-01 171520 KST] [member
[2018-12-03 07.03.01 KST] [member
[2018-12-15 16:39:40 KST] [member:
[2018-12-19 01:07:06 KST] [member:
[2019-01-18 18:15:26 KST] [member:
[2019-01-31 12:25:14 KST] [member:
[2019-02-18 08:37:31 KST] [member:
[2019-02-26 14:42:41 KST] [member:
[2019-07-29 08.06:08 KST] [member.
[2019-07-30 00:42:49 KST] [member:
[2019-08-20 14:43:38 KST] [member:

dnstw1 .com] DNS Tunneling
dnsfwi .com] DNS Tunneling
dnsfn .com] DNS Tunneling
dnsfw1 .com] DNS Tunneling
dnsfwi com] DNS Tunneling
anstwi .com] DNS Tunneling
dnsfwi .com] DNS Tunneling
dnsfw1 .com] DNS Tunneling
dnsfw .com] DNS Tunneling
dnsfw2 .com] DNS Tunneling
ansfwi .com] DNS Tunneling
dnsfwi .com] DNS Tunneling
dnsfwi .com] DNS Tunneling
dansfwi .com] DNS Tunneling
dnsfwi .com] DNS Tunneling

24 | © Infoblox Inc. All rights reserved.
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DNSE &¢tHI0|H 7= YO 2 OtL[2t Zero-day 54, BRI0, A

Response Policy Zones Home

walled.local a s R

Quick Fitter ‘ MNone %v | mFmer on Showy Fitter

e b B R RN

D == Hame or Address - Policy Data Comment

F = * felix stf askjesper.com Block Domain Name (Mo Su... [2021-02-19 08:00:11 KST] [member: secure local] DNS Tunneling
M = * gsrghl hex dd81ch83ae askjesper.com Block Domain Name (Mo Su... [2021-D2-18 O7:57:36 KST] [member: secure local] DNS Tunneling

0‘0‘;



At #3 - DNSE S¢t Cl|O|E /& A= X (2= & 7(|2)

® DNS Tunneling 7|'H& O| 2%t H|0|Ef 8= A|EE EHX| & Xt5 AtEH-2F 9,000 EHO| ok 2| S K}t
013 7|7H 91 HE 0|2 TIALOZ 22 AL, Infoblox DAlzl AFIO| 9 S40 2 Al B Xjgt
7|EF HYO] RIEAO|E, C2, APT & 2fd URLS| FE| 2= BFX|, X}ior 0= =0l
/ ~\
Searc Q
9,082 Total Hits in 7 Categories/Lists by 2 Device Name
Data Exfiltration 4 uninown 4452
- . v unknown 4438
100
MalwareDownload [ @ Threat insight - Data Extitration (1109 roves [l 2 . N‘mj
T R T T
MalwareC2 » 1515980025546.045.sngdia.imtmp.net. Data Exfiltration Threat Insight - Data ...  04-17-2018 8:52:01 p...
2 9 » 1515825766020.093.sngdla.imtmp.net. Data Exfiltration Threat Insight - Data ...  04-17-2018 8:50:44 p...
APT » 1516028279654.012.sngdia.imtmp.net. Data Exfiltration Threat Insight - Data ...  04-17-2018 8:50:12 p...
11 » 1516012879.3304055264.sngdia.imtmp.net. Data Exfiltration Threat Insight - Data ...  04-17-2018 8:49:32 p...
UncategorizedThreat L » 1516013871375.005.sngdla.imtmp.net. Data Exfiltration Threat Insight - Data ...  04-17-2018 8:49:23 p... i
0-.0
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Key Statistics

a8

ROI: 243%

$
1 4

Payback: < 6 months

BloxOne Threat Defense can provide a return on investment of 243%
over three years, while paying for itself in less than 6 months.

Quantified Benefits

34% l

Reduction in Security
Operations Effort

1897

HOURS / YEAR

457K &

Savings realized by reducing
risk of material breach

— ¢
a7 '@:
@
©
L @
Reduction in security related
endpoint downtime

L
111

Avoidance of productivity
losses

Forrester Consulting 2| ZAt Z1t
- Total Economic Impact™ (TEI)
- Return of Investment (ROI)
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