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Awareness

Driven by:

« Breach

« Board of
Directors/
C-Suite

» Government
Bulletins

« Government
Intervention

Outreach/
Asset Discovery/ Oh Wow!
Network Topology Moment
Mapping
« Int
Driven by:
curre
sored | Breach |
gove « Board of
+ Proof :
s Dlreqtors/
OT se C-Suite
platfo
vendd * Government
Bulletins

« Government
Intervention

supply chain
security, HS&E
and product
security teams
do not talk!

Firefighting

« Steering
Committee/Org
realignment

« Focus on high
value assets

+» Deployment
of best POC
solution

» Network
segmentation

+ Patching or
compensating
controls

Integration

« Creation of a
Chief Security
Officer to
converge
siloed security
disciplines

« OT security
platform data
feed to SIEM/
SOAR/central
SOC

+ Best of breed
policy updates

Optimization

« Shift to ORM

(Operational
Resilience
Management)

« Realization that

a lot of the OT
data gathered
for security
purposes

also have
operational,
engineering,
maintenance,
compliance,
procurement
or C-suite
reporting value
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