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100% Opensource?| 22| OpenMSA
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Calico - Clear Winner Among All Tested CNIs

KubernetesOj|A] 21% 0| AFRE|= HEQI S & A m $
g u
Standard Windows Linux
Linux HNS eBPF

CNI Benchmark Config Parformances (bandwidth) Resources consumption (cpufram)
August 2020 Pod o Pod Pod to Service

iraBuiider mmmm

Canal

Cilium

Flanmnel
Kuba-0WH

Kube-router
Weave Net

The exceptional performance of Calico encryption was described as having the “real wow effect” among all of the CNI comparisons. Strong network
security should not come with a performance penalty. In the benchmark test with encryption enabled, Calico performed 6x faster than any other solution
in the market!

Calico supports native Linux (based on iptables), eBPF for modern Linux kernels, and Windows HNS, No matter which dataplane you choose, Calico delivers
blazing fast performance and exceptional scalability, as the latest benchmark tests confirm.

1% TIGERA -7 - OSC



TIGERA: Leader in Kubernetes Security & Observability

TIGERA

Bloomberg = = ATeT aws
e Inventor and maintainer of Project Calico Morgar - @
o Most adopted opensource Kubernetes g V’SA AA
networking & security solution ZUure
o 1.5+ Million nodes in 166 countries DISC@&VER Be" 3 >
- (" ) IBM Cloud
. JPMorganChase L) Google Cloud
e Customers include
o  Fortune 500 % i O
. 3834 o . FEIRANCHER ‘ot
o  Cloud-native 2|Af mastercard
o Telcos & CfH e-Commerce ©@ “s
Allstaté bOX <« D2
MIRANTIS 1Q
MARSH & MCLENNAN
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GTP Cloud Security Core Topic Coverage

People and

Process L

Basic Security

Top Providers
G Suite

Cloud Security Architecture

Cloud Risk Assessment

Native CP Security

Others

AWS

Google Cloud

1% TIGERA -9 -

Source: Gartner
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TIGERA

Cloud Security Posture Management

Compliance EE= oF ‘dA0| 2t F2HR
AR eLE oY, HAl s H 05510 222
&Moo 2 Bolsts 22 M
CSPM is external, looking for cloud misconfigurations and compliance violations.

L=
L=

Cloud Workload Protection Platform

Private 3! SlO|EE|E Z2tRE Q| 2= {3 =E(Workload) Of
Ois RIA2E ™ =FF7] 28 ZA Os 22 2ot 2=
CWPP is internal, looking for threats inside the software that runs in the cloud.
Cloud Native Application Protection Platform

Cloud Native Application 2| Z[& 9]

N EAOIA A[EfSHY HHER =2

Hor E2 40| L CH

- 10 -



AHE% %"_7|<_9_| EO|_|- %%ﬂ%?_l CNAPP% EHE H|_:|E§ What's Next —_—

Calico Cloud - The industry's only active Cloud-Native Application

Protection Platform (CNAPP) with full-
Kubernetes, and cloud.

observability for containers, Third- Pa I"ty TOOIS

« CASB — Cloud Access Security
Broker

« CWPP — Cloud Workload
Protection Platform

Operations and « CSPM — Cloud Security Posture
Monitoring
Management

« SSPM — SaaS Security Posture
Management

« SMP — SaaS Management Pl
atform

« CNAPP — Cloud-Native

_______________________________________________________ Application Protection Platform
Governance

Cloud Risk
Management

TIGERA

© 2020 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates.
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Cloud-Native Application Attack Vectors

Deploy time threatsin environment ) )
] ) i ) ) Runtime threats in workloads
3. Misconfigurations in environment o
4. Vulnerabilities, Malware

Buildtime threats in containers
2. Misconfigurations in images

8
)

Developer | DevOps Engineer |
Platform Engineer / Security Engineer

Data-exfiltration threat
5. Lack of granular egress access control

T
tWIllo salesforce
> Internet

Saa$S

kubernetes

Buildtime threats in containers
1.Vulnerabilities and threats in images

Zero-day threats

Threats from Malware and 7.Compromises and Zero-Day threats
Ransomware go undetected

8. Lateral movements of APTs

TIGERA 12 -

2

(((

Threats from unauthorized access
6. Lack of integration with firewall



T2 Use Cases & Features

\ Egress Access Control

I ) -I —'—|TFDB bcﬂcﬂS,
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Extend Firewalls to
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Cloud Micro-
segmentation
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TIGERA

Visibility and
Troubleshooting

Enterprise Security
Controls

Intrusion Detection
(IDS)

Unified Control

Multi-Cluster, Multi-Cloud
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T2 Use Cases & Features
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Why Tigera? Calico Enterprise/Cloud

> Zero-trust workload access

> ldentity-aware micro-segmentation for workloads

Reduce Attack
Surface with > Universal Firewall integration
Zero-Trust > Envoy-based Application Level Security

> Network encryption (Wireguard)

> Protect workloads from container and network based threats
Detect known and > Workload based WAF, IDS/IPS with Deep packet inspection
unknown threats > ML-based Zero-day workload threat identification

> Vulnerabilities and Malware protection

> Honeypods

> Dynamic Service and Threat Graph

Automatic risk > Security policy recommender
mitigation > Admission Controller

> Alert, Pause, Quarantine, Terminate

ACTIVE BUILD AND RUNTIME SECURITY
TIGERA - 15 - 0SC



Calico Cloud - Features at a Glance

Image Assurance Securethe environment Compliance

, Registry scanning > Securlty PO.|ICIES _ > PCI DSS, HIPAA, GDPR, SOC 2, NIST,

. Admission controller > > Configuration security > CCPA, FIPS, and more 3
> . : ; : » Kubernetes Security Posture > Evidence and audit reports

> Runtime view of high risk workloads Management

> Encryption

Build and Deploy Time Security

Run Time Security

Runtime threat defense
> Workload-based IDS/IPS, DDoS, DPI

Reduce attack surface with Zero-trust
ob bilit d troubleshooti and WAF > Zero-Trust workload access controls
Seérvabllity and troubieshooting > Malware protection > ldentity aware micro-segmentation f < ,
> Dynamic service and threat graph
4 4 » ML-based Zero day workload 4 or workloads
> Performance hotspots . | fi I . .
, Dynamic packet capture protection > External firewall and SIEM integration
> Security Policy Recommender > Envoy based application level s
> Security policies to Alert, Pause,

ecurity
Quarantine, Terminate

Multi-Cluster Multi-Cloud Hybrid Cloud
Unified Controls

© 2021 Tigera, Inc. Proprietary and Confidential

TIGERA - 16 -



Choose Calico for a cloud-native networking and security solution that is easy to deploy, operate and support compared to traditional offerings.

@1 g ‘SOUACE OF SUCCESS

BACKGROUND

0] FHE 2|AL - Playtech
S 2=0{ B2B, B2C AMH|A &2

VMWARE ?|dt K8S (KubeADM)
I} AWS EKS (~100E) 295

7|Z& Check Point Bt2}H0| K8S
Segmentation 3! Access Control
__ Ao =3t

TIGERA

HEHSA|0| 4 &E Gambling AT E

K8S A|AHI(Kubeadm, EKS) & £t Y| EY 3 Segmentation, Access Control S

2|& A A—OXM = XI6HX] Y= FE2 Calico Cloud & S3lM,

FE 22 BE XHE E4011, 2412 2HEY Ot

SOLUTIONS

FHAO|HE 2fO| T ALO|F FtE|(=HM/TE|F

[ZEAHAE[O[X])

UIE E3t HEQ|3 Access Control™
AL
70

Flows 271, A|H|A 2T E E5t
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Honeypod

[Flow Visualization
[Dynamic Packet Capture
Demo



Intrusion Detection and Prevention
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Honeypod H| &

[Honeypod] Pod subnet port scan by default/victim-759698dbc4-*

* Honeypod= Honeypot2| concept= Al 25} 0
H|’S &M 0l 2= |, CHS5H7| 2l5h
O|EXN O 2 HYIL =l F St pod m—r
o o Source name N/A
° Tigera CahcoO‘"A‘I X‘I —To'— |- templat % %OH O|'L.|'9_ Source name aggregation  victim-759698dbc4- - G
MEIZX 2 73 & Honeypod M =S &8 =
S| AH O1| HHi | Alert & % A I7ts oo oo sgoracmmema Q
Destination name N/
- 0]2] Sl alert 7F10) OB Honeypodof EE T
L A calico Cloud EHA| 2 E2] Alert= &0l — -
ELX| 7t " ccount: 1002,
O o “dest_name_aggr": “tigera 1-app
} orce pamezpece®: “defealt-
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Honeypod with Dynamic Packet Capture

» A&2tE Kubemetes H[O|E[E H2 A HE - X|FS 0 AZFARXNOl =5 T2 A F XA

- @A ERTHERYA TEHS S0 2Rt A|Ztn a3 I A H=

- HERZ ZH|0f Chot =20 2 1A 01 s A

» Calico2| Dynamic Packet Capture 7|5
Network Traffice At& 22 XS0

|Packel list v‘ |Narruw & Wide v‘ Case sensitive |String V| [, &CK

Mo,

92.167.236.108 92.167.39.45 C 54 3283 + 51054 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

92.167.236.108 92.167.39.45 C 54 33 + 38828 [RST, ACK] Seq=1 Ack=1 Win=@ Len=0
b & 8 192.167.39 C 54 3300 + 56364 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0

992 52.37982 192.167.236.188 92.167.39.45 C 54 33@1 - 49086 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

1% TIGERA -21 - OSC



Flow Visualizer

e Calico Y| Al N| & St= Flow Visualizer & S0l Al 360k Viewing 7tA|d 2t H

Creates flow logs that are graphically displayed on a Flow Log Visualizer with the context required to debug connectivity problems and security issues

Namespaces Names Status

Interact with and
drill into network &
W Filter view by
namespace, .
names and status |

4.71k 4.71k

BPS

108k 108k
94,2k 94.2k

Use RBAC to

selectively expose
flow logs to the
right teams

TIGERA - 22 - OSC



Terminal Sessions View Xserver Tools Games Settings Macros Help

. N
B % ¥

Session Servers Tools Games Sessions View Split

[ A 4| 8. master-

o % O =

1

= g -

MultiExec Tunneling Packages Settings

\‘ 9. victim

root@master-1:~# k get po -n default victim-559668f8bf-wnwg4 -owide

NAME READY STATUS
victim-559668f8bf-wnwgd 1/1 Running
root@master-1:~# k get po -n tigera-interna
NAME

tigera-internal-app-dsdfd
tigera-internal-app-nm69z
tigera-internal-app-rtsk7
tigera-internal-dashboard-5f74cfdS6b-pw2tc

‘ Sessions

4 tigera-internal-db-58547d8655-vgtvé
= root@master-1:~# k get globalalert
N\ NAME CREATED AT

2022-04-13T01:52:
2022-04-13T01:54:
2022-04-13T01:53:
2022-04-13T01:53:
2022-04-13T01:53:

dns .unsanctioned.access
honeypod. fake.svc
honeypod.ip.enum
honeypod.network.ssh
honeypod.port.scan
honeypod.vuln.svc 2022-04-13T01:54:
network.lateral.access 2022-04-13T01:52:
policy.globalnetworkset 2022-04-13T01:52:
root@master-1:~# |}

@ sttp | & Macros

RESTARTS
¢]

1 -owide
READY
1/1
1/1
1/1
1/1
1/1

05Z
21Z
347
11Z
35Z
39Z
05Z
05Z

AGE
ShSm

STATUS

Running
Running
Running
Running
Running

IpP

RESTARTS

cooO0oQ@

&

Help

NODE

AGE

Sh31m
5h31m
5h31m
5h36em
sh3om

master-3

IP

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: https://mobaxterm.mobatek.net
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<

+
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e

NODE READINESS GATES

<

NODE

master-1
master-2
master-3
master-2
master-1

NOMINATED NODE

e>

<

AAAA

>

YNV Y

READINESS GATES

<

AAAA

A
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X server
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More Information

Calico Demo Request

Otel @35 &5l calico Cloud HIZE AIESHM Q. B A7 EQ0t §EE 7|2 & A= Ee| S LT

TIGERA

OSC Korea 29|

tigera@osckorea.com

www.osckorea.com/contact
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