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n 02 03 04 06 06 ) 08 089 20 1 02 03 04 05 06 07 08 09 10

Zeppelin
NetWalker
Ako*
Lockbit
Avaddon

Excorcist

Thanos
Phobos

SunCrypt

* Private affiliate program
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2t S0t 7712] M2 APT 1E0| ZAH

Tortoiseshell, Poison Carp, Higaisa, AVIVORE, Nuo Chong
Lions Chimera, WildPressure
S 7H =0fl =/ K| @7 'OFQIE 6702 22 120
X7l : Golden Falcon, Naikon, APT20, APTS, APT30, Cycldek
Z 1&: DarkHotel, APT37, Lazarus, Kimsuky

0] O ZH (air-gapped) = & 4ot7| {lol =+ 7HE
B 1l-=l S5 47HOI USBE 2ot 1 =l

- O = —

=0| &[0 R LT,
H | K} Al

O - —

APAC
PT10
DarkHotel
OceanLotus
TA428
Kimsuky
APT37
FruityArmor
BITTER
Patchwork
Emissary Panda
Poison Carp
Rancor
Lazarus
ironTiger
APT41
Mustang Panda
Higaisa
APT33
Platinum
APT-C-35
APT20
BlackTech
Tick
SideWinder
APT40
Transparent Tribe
Cycldek
Tonto Team
TwoSail Junk
Naikon
Tropic Trooper
Chimera
APT30

Orangeworm

MIDDLE EAST & AFRICA

APT10

Oilrig
MuddyWater
Gorgon Group
FruityArmor
Tortoiseshell
APT41

Mustang Panda
APT33
APT-C-37
Domestic Kitten
APT35
APT-C-23

Gaza Cybergang
Chafer
StrongPity
WildPressure

Orangeworm

China
North Korea
Vietham
China
North Korea
North Korea
UAE

India

India

China
China
China
North Korea
China
China
China
South Korea
Iran

China
Unknown
China
China
China

India

China
Pakistan
China
China
China
China
China
Unknown
China

Unknown

China
Iran

Iran
Pakistan
UAE

Iran
China
China
Iran
Unknown
Iran

Iran
Gaza
Gaza

Iran
Turkey
Unknown

Unknown

America

SorgonGroup
Kimsuky
Ironliger
APT41

APT35

Qilrig

APT33

APTZ0

APT37

Gaza Cybergang
TA410

APTS
Tortoiseshell
Orangeworm

Transparent Tribe

EUROPE

APT10

APT15
Gorgon Group
Kimsuky
FruityArmor
Lazarus :((_‘_'E"
APT41 Lo
Mustang Panda
APT29

Turla

Qilrig

Avivore

APT-C-35

APT20

APT35

Gaza Cybergang
Gamaredon Group
APT33

InvisiMole

APTS

Orangeworm

Transparent Tribe

POST-SOVIET COUNTRIES

APT28
MuddyWater
Gamaredon Group
IronTiger

Turla

Golden Falcon
APT37

Kimsuky

Tonto Team

Pakistan
North Korea
China
China

Iran

Iran

Iran

China
North Korea
Gaza

China

China

Iran
Unknown

Pakistan

China
China
Pakistan
North Korea
UAE
North Korea
China
China
Russia
Russia
Iran
China
Unknown
China
Iran
Gaza
Russia
Iran
Unknown
China
Unknown

Pakistan

Russia

Iran

Russia
China
Russia
Kazakhstan
North Korea
North Korea

China
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T2 7t 2RSt= ApTOAS2 S4 A0 CHSH H
- APT41, OilRig, Molerats, Mikroceen &<
- DDoS, SMS Hacking, BGP Hijacking
La rgest Gbps DDQS i Largest Mpps DDoS attack
max avg current
—_ SR

1.0 Gbps

800 Mpps
< 06.21.2020 15:34:21

w— 819 Mpps
w— QUT: 10 Mpps
mms MITIGATED: 809 Mpps

600 Mpps

400 Mpps

500

200 Mpps

JJJJJJJ JJJJJJ

15:35 15:40

CLDAP OI F23prs% 4(20'—" 25’-J Of ]
loT Et2 7| 0|8 57}

Mirai =45 SYNEHE, IcMP E3{E, HTTP 2 E
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“1+ (Cobalt, Money Taker, Silence, Silent Cards, Lazarus)?
NEH2Z sWiFT, ATM 29K, 7tE Z2 NS AL, ATv 27 B2 A
F = 0|5 =X g ol =85 &1 UL L

|
A O K 2F7] (Ransomware Builder) Ol AfRd|

& [SALE] Private Ransomware Builder Designed for
OFO|C|: Nosophoros Companies Targeted Attacks
2019 118 18€ A9
EET =
L ABHHOIM STH RO BHA HBHOI E|AE §HE nosoptoros

e .NET Framework= X[ &} &l e e —
» HAER75H O|= HEIKX| ot & e m
« AHIAXHO|HM 2|2 AFEH, 3 AE
SciO|UE M& & /UL Z=
1. #ds 25517 2[5 H{ EZQ
2. O|H|YFA HAD2HA Zob

[ Y |
3. 22 %% (Build)”

10
HL
rI'IJ
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Country Number of dumps Percent
H2 2019 — H1 2020

UNITED STATES 58,921,367 92.37%
INDIA 1,723,722 2.70%
4 SOUTH KOREA 644,672 1.01%
E_-I!ﬁE 9|-E @E (Iil_'|§, _ﬁ_ﬁjl?_l-, _JIE%Xl- OIE, _7|S_Jt' va) VS. 9|'EIE|IE(9I'E UNITED KINGDOM 584,519 0.92%
OF1H|E %8 E) CANADA 565,535 0.89%
1. IS sniffer: %%l 9|_ C8H (E_-I!ﬁg 9I-EIC->IE) EEI-—;H Xl-t”-ﬁi HE BRAZIL 447,'412 0:70%
MEXICO 276,935 0.43%
64 D._I' O:l 7H -Q-l %%ﬁ 7 |'E 78 E7|’ FRANCE 234,076 0.37%
o UNITED ARAB EMIRATES 208,089 0.33%
2. : Ho 75;' H EEI'-;H E:rl', 147H 9.| EE()l % D" AUSTRALIA 182,263 0.29%

(Credential Stuffing): Brut force &4
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o * E|¢,|I1|$'>; EE_'E:I]I H2 2019 — H12020

1. 2019L'i S H'— T E-I 2020 H'—|-77|-X| 1. 4a é)l Government resources 0.1%

ol X|£| 0] A 71E| LL|*|MO|EE:L 2. 9= 2™ eRE R T :

XI__I 7| |7_- I:H |:| 118% §7|_ 3 7 -XK- E EIE T E _l EI-:||'| inancial institutions 15.0%

o EE LI.19 JEE_I I:_I! 4 Tk %E AE_l—E— Payment services 6.6%

o EEIF _Jlk_Jg 7|%9_| I:él-xd oz OI_|'C'>I;|. 5 %A_I §||. 7:”@ Aclslé-)l Postal services 15.6%

Hl g A"Ol E XH A"-g- %7" Internet service providers 0.7%

o .ITI.I*OI E'EI'XI §I_ITI_I 7|% o Phishing_as_a_service Online services 39.6%

1. One-time %)I — 1. El -6H I:-HAI- EXI EI- IE_';)I- % Cloud storage systems 14.5%

2. A'lEIjI\l Xl‘EI_l' 2 AO-l_TOI_I—_II Ol_l 'LLlAI X|_ EII Ol_lz %E IEIHE__DI- % Social media 4.5%

I: -~ o ] —

3. ‘|C'Drx-| O'”O|X|_-IE Xl'F_l- 3 DE-I“EI__-!E_Izol OI-I'—-lc&l- %A'—lg _clllo'—l- 'LLHiH Dating sites 1.2%

4. X| o Xl'El- §|- = O H Cryptocurrenc 0.0%
1 s o 4 T|AIZ2I3 AHAf CiCp & Ve y

5. ICBIL—l %'I'I'."OIXIE E‘I I:I-OI EJ!EAI 9:| . < °2 =22~ - Healthcare organizations 0.0%

o| Al | 5. O] 2= I{7| X[ = saas HEIZ K&
— = Bookmaker offices 2.2%
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https://www.group-ib.com/resources/threat-research/2020-report.html
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e EErE— ME1f SRS oF M&SH AFD S S
oA 7|1E A= S| Aasd S
| | |
R (ER) 2O A7l el piE R HHE RS EUE
O|S| SE| 2 A =
H - O 2T L—

e el A7|18 %] SE CIXE fI8 BE=

ZH U (THF) E2HE (FHP) (DRP)

Huntbox | Sensor | Processing Hub | =8 A X

Polygon | Huntpoint | Web Snippet | Ab7| EHR] |

Sensor Industrial | Mobile SDK | Q= HhX|

Decryptor (o] Preventive Proxy ["
7|
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20| S 4K} e
e =M O™ BS. 2S5 L
ARl 2/%{0| Ot ZHALE
_ITI_E'-l -Q-l E§ Phishing Identified
- M5 =M JFA GO M2 I
201 SAXH0|| Tt A5 =A
. A|A EHME RhE: D ZHof A T g
2H 80| =2 HO|H XN& >
x| EZHE OS] E 57| |t
o201 MS



Ml 2

L—

—

P

CHEF 2| Ol O] &

_
O

H A
SetEl B A8 I ==

<|
4
[t
=]
oK
Jn
N

| O] E
A|AE

46| 0|Ef 7|4

Ch¥st of| 0| Ef X}l

213 of|o|

=1

205

ol woLr_L
or ol
OF 0|4 I
= 1o oo
o<
& Hl =
m ror
¢» Ik IH

2| A (Humint)

O| Edl
o
O,

T

A OH
A LIE[Of C



B

0
)
7
o <r
IH
il
100 o
Km 4 oM
B YW
— ! K 3l
ok =~ =
— < O
. o L OF
(2 .. .
S
oF M4
< g B ®
e a  Jd [H]}
. N ™ (=)
X L
H & BN a@
- W T
_u_IO .Aﬂ T N U
H uTh o o o
- .
jod Bl
v £l
o0 e
il <
Ll 5 -
a_/
. L(|\_._
7.__A|._|\_U
ol XMoo~
Ko 1H = OH
N ml TR
O TR &
R kil
M HEGY
T —_—
T o U - K
KI T B H
ol & 10 Yol 205
o_um Ko & .Alnn_ul
M = ok ~ 4 <




MRS HoM T W H2 sRoUP|g|

ULTRARANK JOLLLROAER'S REDCURL

: The pentest you didn't know about
— GROUP-IB EXPOSES FINANCIAL

CRIME NETWORK-OF ONLINE PIRATES
IN DEVELOPING COUNTRIES

/

“The invisiblg god
Of networks™

RANSOMWARE
R R
A S -

Hl'TECH CRIME TRENDS e e e ARCHITECTURE / TOOLS / ATTRIBUTION &_ ‘“’

2020 | 2021 .

|erouR |IB|

uuuuuuuuuuu

A2 HEE: theguardian Bloomberg Forbes

%.% REUTERS

’W
r

Biting the hand that feeds IT

Eaquine m The R Register DARKReading
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Threat Intelligence & Attribution

OlE{ | O] A 0| A| THF Polygon2 2 It
CC Elﬂ III—I X—l

_I_|_

97.2kB

299a33bb82f7f57a971e43554142725b Zip archive data, at least v2.0 to extract

T1071 T1203
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§B)) x|ty F22o| Ct3 ¢ GH|o|E of7to|H

ﬁﬂEHfﬂ,ﬂEH AE_E.IE |:|:l— " I:II o o|_1|:-|1,:l_|._3_5 EE—IQ“ [Hzﬂ —I
HO|H " BtA10| H|2=HM 0l lLI*HJH oH?' e 108 YA I/ X|E K SO kpuppetAl &
5’1%LIE|01| 2H0|H CHA HFLEN .« Z22YH FQ A0{E 2EMIES

Fot0] raet S =4

MICROSOFT OFFICE 365 PRO W/ALL OFFICE APPS/5TB STORAGE FOR $5

26.11.2020

= bestblackhatforum.com [7] 24.02.2018 —26.11.2020 122 [5) 481
Details
] Pos— ) .
Message details Identical re-posts Identical Nicknames
=, |_ o) | 3
|7-” I-H_I_X Tl - N rce et
nanchits bestblackhatforum.com MICROSOFT OFFICE 365 PRO W/ALL OFFICE APP
F CFA || A Q]
= Access to all Office 365 Apps - $5 with coupon
3472 26.11.2020 26.11.2020

AUTOBUY Order link: https://nanohits.com/produci
1 year warranty

Personalised Accounts is back in stock!
Ask for the coupon code.

3t oigat 22

M AMECS 0| 23t

—_
@nanohits  @theblackrose

FL|CF.

Countries @ Great emailname@msofficexxx.site  emailname@msoffice365.site

IGROUP|iB]
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I:] 16.11.2020 In response

Responsible Tourism Guide to the Mekong

11:36 Activity: 240 hour(s) 31 min mekongresponsibletourism.org

Main Info  phishing Links 11

Screenshot

Phishing Kit

Name

E-mails

3D_full_info@sh33nz0.com NewlD@sh33nz0.com herculesdeluca@yahoo.com

newfullz@sh33nz0.com newlogin@sh33nz0.com newselfie@sh33nz0.com

Name

Domain Info

Domain registrar
GoDaddy.com, LLC

Registrar date
09.04.2011

Expiration date

Source
ci-PhishKit

IP-address Info

Hosting
OVH SAS

IP address

213.186.33.17

Location

K France

Title

URL title
Security Challenge

Fav[con haSh -
MDS5 SHA1 SHA256

€1528b5176081f0ed963ec8397bc8fd3

Home page title

Responsible Tourism Guide to the Mekong

Signature

Manual

PayPal_Security_Challenge_fav
Resource

66cd....ff11 [

\GF%DUPFB\

r7|EA

24/7/365 At1l CHE
99% M| &
|’ JALO|E




MITRE ATT&CK Matrix A=

ATT&CK Matrix

SilentCards X MoneyTaker X APT29 X OQilrig X Conti X APT28 X

RedCurl X
Selected actors:

Trickbot X
Filter by: Region Country Industry Date filter:
Enterprise attack 270 Mobile attack 11 ICS attack 0

Reconnaissance
2 techniques

Resource-development
3 techniques

Phishing for Information Acquire Infrastructure
(0) (M)
Spearphishing Domains 1
Attachment

Compromise
Spearphishing Link 1 Infrastructure (0)

Server 1
Search Victim-

Owned Websites
Develop Capabilities (0)

Code Signing
Certificates

Malware 3

Initial-access
9 techniques

Drive-by
Compromise

Exploit Public-

Facing Application

External Remote
Services

Hardware Additions 2

Phishing (0)
Spearphishing 171
Attachment
Spearphishing
Link 2
Spearphishing via 2

Service

Execution
12 techniques

[7) start — end

Persistence
18 techniques

Command and Scripting

Interpreter (103) Account

Manipulation

AppleScript 1
BITS Jobs 1

JavaScript/JScript 1
Boot or Logon Autostart

PowerShell 64 Execution (0)
Unix Shell | Authentication 1
Package
Visual Basi 1
el Kernel Modules
: 23
and Extensions
Windows Command
Shell 4
Port Monitors 2
Exploitation for Registry Run Keys
Client Execution / Startup Folder
. Security Support
Graphical User 3 Providar =

Interface

Silence X APT41 X OceanlLotus X

Privilege-escalation
12 techniques

Abuse Elevation Control
Mechanism (0)

Bypass User
Account Control

Sudo and Sudo 1
Caching
Access Token 3

Manipulation

Boot or Logon Autostart
Execution (0)

Authentication

Package L
Kernel Modules 23
and Extensions

Port Monitors 2

Evil Corp X

lGROUP|iB|

Fxmsp X Laza 7I-I°|' HEI H=I'E _?_I'c'é:ll
ALIXte| TTP EE
G| O E{ ] O] £

Defense-evasion
26 techniques

Abuse Elevation Control
Mechanism (0)

> > U K

Bypass User
Account Control

Sudo and Sudo
Caching

P

Access Token
Manipulation

BITS Jobs 1

Deobfuscate/Deco
de Files or 37
Information

Exploitation for
Defense Evasion

B R e e X
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Decryptor

o]

Preventive Proxy

g

Ol'c'>':| (o) E-IIEI (TIA) = Hot= Z[A {20 Cher &Mt 54
TE == NS FAE2 o MlSot AL TS5
A 7| = A|A-DS| HEd HS
| \ |
7= & (k) TpA O L o —
=M (ERK o HO El &2 X HaH = I gL
L O 2T L—
SEER A7|8S| Sl CIXE S BE
=3 (THF) Sc1E (FHP) (DRP)
Huntbox | Sensor | Processing Hub | =8 A X
Polygon | Huntpoint | Web Snippet | Ab7| EHR] |
Sensor Industrial | Mobile SDK | Q= HhX|




HEY T YUY HR: 2 Y crouele

N
E: S| EHFA
B __C(Indicators)) —— 1 (Huntbox)
HES3A EdiY =4, 0l &= . Ol E Abmbap|
Igélj:l.%:j %}Xl _—— O - -
EFX| « AgaY
_ - AtE fle el
Al-O-I.Q. '||A X
R 1 (OT) (Indicators) o [§S 7t}

SEA0f Al H oo
ICS/SCADA/OT
=8
N - = (connectlon)
HoEl QlZatol TSL/SSL Eafd
B35 M a2AX
R THF EHX: SSH ™A= ZE
2353 . izl dl oHEQl EZ20| 20t (fingerprint) &2 S A| &t

M 20| ?=

W'f\
[El

Ml ok
ElL N
ue A

2Zdlal HM HAAE, M 9 DHY =&y

P 2 I = (Polygon) (Reports) > Sk} —1—74 EZ0| EEI||: 501 ol
Bo|E =40 o| o g o ’ x
O[22 otoHol ~ag e E- AL IHES =020 1613 S22

== . &% &4 xH'2 (Covert channe ob 3= 74 Al 1t ©|o|E

Of &t . IFYU2|A(Fileless) Y& sl x| & 4 = = =
N _ . Living off the land (LotL) & 4: O|E =& =™ 7|=

] Y EZQIE (Huntpoint) A 2B E0) 0]0] MX|H ERE e o

S el oot x| 2 3 T )\fEEzEm L} 7herst ;iliIH% £ ﬁ\_;:-:\c&lE 2|8k 1tA | 0| H
3 Al (Events) ——T"_—';E M 22[0A 2E HlSt= X-I o = SSL 215
EH% t oM
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Ol'c'>':| (o) E-IIEI (TIA) = Hot= Z[A {20 Cher &Mt 54
e == NS FALES 2 &0t AL TS
M 7|E A AENO| HE5d M-S
| | |
= (EH) 2F2 A7l o HiE £ R SHE BD EE
o5 BE| &2 M =
- O =21 -

218 $id A7|3gl B SR

T3 (THF) SS1E (FHP) (DRP)

Huntbox | Sensor | Processing Hub | S 25 gx| |

Polygon | Huntpoint | Web Snippet | Ab7| EHR] |

Sensor Industrial | Mobile SDK | Q= HhX|

Decryptor (o0 Preventive Proxy ["
v
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