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Break Things On Purpose

Inject something harmful to
build an immunity.

Gremlin
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Speed of innovation is @
competitive advantage

“The time has come for IT to face the actual
complexity required to really drive its own
fransformation”

- McKinsey
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VELOCITY

Velocity Comes at a
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Application/Service=

LEGACY

Waterfall

Annual release

Monolith

One service

On-Prem
Hundreds
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CLOUD NATIVE

DevOps

Daily releases

Microservices
Hundreds of services

Kubernetes
Hundreds of thousands

4=} Process

Application

Architecture

Infra
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O| = (Dependency) Map

Dependency I\/\Clp - Instana View INSTANA ‘tng
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<> Demo Shop Containers

Dependencies O Services
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99.9999% \

99.999% \

2 99.99%
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<
99% \\ \\, Change introduces new forms of

\\ failure that are difficult to see
90% \\ before the fact....
\' - Richard Cook, How Complex Systems Fail
1 10 100 1000

Rate of Change



S0l Test HHEH =2 oHA
Ol Test
2 software
Application oo} 4=
Code

Traditional Testing— -
is not enough Dependencies .o
anymore.

Configuration
Infrastructure Open Source
Orchestrator | coPie and

Processes

OSC
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Chaos Engineering fesf Seenarios

Thoughtful,
experiments designed to reveal

the weakness in our systems. People

Processes

Application

Infrastructure
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Progressively test
your system to

Isolate problems
and mitigate risk
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Engineers proactively test And are more effective
\ to find and fix issues and . when they work reactively during
limit the impact of failures an incident

not

2 B2 9| Monitoring & Detection A S MEXOZ LSO YA A

Chaos Engineering changes the exercise from one of guessing, to one of
staging and observing. It helps mitigate risk from emergent failure paths that
we literally have no other way to discover.

£ Matt Simons
“Jorklv Sr. Engineering Manager
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Benefits of Chaos Engineering
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Chaos Engineering= DevOps= EE A OSC

Chaos Engineering ShisstemE SHHOZ PHSHE SYH
completes DevOps SIS Chaos Engineering EEOHE AT

By 2023, 40% of organizations will
implement chaos engineering practices
as part of DevOps initiatives, reducing
unplanned downtime by 20%. . CHAO

ENGINEER|NG
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“2023 A7} X| 40%2| Z=Z%| 0| Chaos Engineeringg
DevOps2| &zto = EO'OPOZI Downtime= 20%
HAAZ A7 - Gartner

https://www.gartner.com/smarterwithgartner/the-io-leaders-guide-to-chaos-engineering/
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https://coggle.it/diagram/\WiKce GDAwgABrmyv/t/chaos-engineeringcompanies%2C-people%2C-tools-

practices/0a2d4968c94723e48e1256e67df51d0f4217027143924b23517832f53c536e€62
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Chaos Engineering Platform

Gremlin
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Gremlin Amazon 3 Netflix3| A Chaos Engineering=

Matthew Fornaciari
CO-FOUNDER & CTO

Kolton Andrus
CO-FOUNDER &
CEO

Senior Platform Engineer

Chaos Engineer & Call Leader
Salesforce & Amazon

Netflix & Amazon

We've done this before.

amazon salesforce
)

OSC
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Trusted By Teams Worldwide

Across Retail, Financial Services, High Tech, Media, Healthcare, and more

media 1] I¥ '
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QExpedia  {gmailchimp  qualtrics @ TARGET

() twilio p o < wamarts's  workiva
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Why Gremlin? “Failure as a Service’

Z2 25t Systeml| O QA E ROt = AT M2 7|2t Solution

Simple Safe Secure Comprehensive
Ch=3t Interface 2t HE| =l AP tdoh o f2 3 84, Roll SOC Il 215 Ct¥st Stack Layerd|
=AM NS Back X| & RBAC, MFA, SSO CHSH Attack XA



Gremlin Architecture & Use Cases

@Expediac | ©TARGET
'
Cloud Mzt Team 1 &

Cloud Native M2t

Orchestration
Schedule | Scenarios

VL. =
ez

Monitoring/Tool 43

workiva |89 qualtrics.
SEY/SHEIAET DRAZT

Gremlin

Simple Interface
Ul | CLI | API

Safety
Magnitude | Blast Radius | Halt Button

Aftacks

Network | Resources | State | Application

Security

MFA | SAML | Google SSO |
RBAC | Access Logs

‘ aws
N/
VMware AWS

A

Azure

a

Google

Docker K8S

-& =

Linux Windows

\

Serverless
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client daemon

Cluster

HTTPS
Port 443

Port 443

|

SSO / Auth

API (api.gremlin.com)

Optional | %
Proxy —_

Gremlin Back End




Scenarios
Attack
Schedule
Client
Py

= A

API

g

Dashboard @ @

m Client Version: 2.15.2-2.15.3 5% SE

+ Invite your team members

Welcome back, Thomas!

Attacks

Schedules Link your attacks together Want to recreate a failure? Quickly run an attack

View Recommended Scenarios

Targets Provisioned: 50/day View All  w Total Attacks Run L v
S <.CUINPULEL e =
Las 6t ago
ip-172-31-61-227.ap-northeast-
. Attack
2.compute.internal @ Latency
L 5 hou
Blackhole
@ cru
Recent Attacks
;) Latency
( > >

020 1:28 pm

Latency

7/17/2020 1:2
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What do you want to attack?

& Choose Hosts to target

T

LT

Run the attask

Q Procsss Killar
@ Shutdown
@ Time Travel

07/77/2020




Configure Scenario

~ What's my system's steady state? 200
@ 5 s
£ Is my system ready? Should | halt the
Uh-oh, a status check failed - @ Scenario? i
and halted this Scenario

® s s
Author @ Latency < 50% MS. 500
Team
L) s
Status Check F T ! 5

Scenario S! 2020-06-16 17:48:35

Did my system return to normal? Should |
Scenario Halted 2020-06-16 17:48:36 . @

continue the Scenario? tatus Coda: 200

OPEN SCEN, L) 5 s
@ Latency < 100% MS: 1000

Can't click the link?

Copy and paste this URL into your browser: https://app.staging.gremlin
com/scenarios/detail/7679b10d-4332-44cb-b9b1-0d4332e4cb3al/runs/1 5

@ Was my Scenario successful? 200

1pf ghg.cor

55 8. Market Swreet, Suite 1205, San Jose, CA 95113

Add a Status Check Add a Completed Attack

1: 500

t: 500

Add a New Attack
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Application =T=2| & =

Application Level Fault Injection (ALFI)

— Request 7|8t Metadata &2 System © 20| 022 82
Customer ID, Device ID, AWS LambdasS Serverless 2H4 0| A
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w..# Choosea Gremlin

Run the attack

o Now

Immediately run the a

What do you want to attack?

@

Hosts Containers

Choose application coordinates to attack

v th arage and details for

AWS Lambda Function

Target your AV

3 lambda functions.

AWS EC2 Application

Target your AWE

Custom Application Type

QU

Qutbound HTTP Traffic

Impact an HTTP client in your applications

Dynamo DB Traffic

Impact an AW

namo DI

clientin your applications.

Custom Traffic Type

Createac

m traffic type

pplica

>

Choose a Region

Choose a Verb

tions Kubernetes

%




STARTER

STARTER

Note) Application Attack, SAML, RBAC, Audit Trail2 Pro & Enterprise Versiont| A 2 X| &




Feature Comparison

Gremlin

FREE | STARTER | | prO | IVENTERPRISE
Linux/Windows T4 4 v v
Containers / J T4 74
Kubernetes Vs 4 74 V4
Application/Serverle S Rl

ss

State Attack 1 3 3 3
Resource Attack 1 4 4 4
Network Attack 1 4 4 4
Large Scale Exp. X X X 2
SAML X X v v
RBAC X X 4 v/
Audit Trail - - 4 v
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faster node
REST AFEsﬁi'

Service B

Service C

Viaster node

RESTAPI Server §
""7% \

laster node

REST API Server
Ll




Pricing FAQs

« License SM : & A 27[7H 1270 E

« Plan H4 : Upgrade 7t

«  Teamd Z[CH AFEA}: K2t SIS

«  Target & Attack = X[Tt: Attack &= 5! Attack Type Ol CHSH Aot Q1=

Attacked Target 2t : M AttackO| TargetO| CHSH O F O X| M Attacked Target2 2 7| S &=
«  Attacked Target = K|St : Plan 0| 2} 2 H/F=H/ L H Unique?t Target == 2Hd

« Team<Zl Attacked Target = = : A 27| 7Ll HA E 7} (Enterprise PlanPt 27|98 XM 7ts)

« ALFI 2 Query StLHE SFLEL| Attacked Target2 £ &7 (Query U Traffic Query= 4HE SHX|

o) X=X
LS |:|)



The best way to avoid
failure is to fail constantly

Chaos doesn’t cause problems.
It reveals them
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Steady state

Y

RG
&

Hypothesis Design the
experiment

Learning and
results

Gremlin OSC
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Services

E

Scenarios

Schedules

&

Attacks > New

4 What do you want to attack?

Services Infrastructure Applications

Hosts
Y i

Choose Hosts to target

Expand All

Gremlin OSC

5 Kuberxf

Tags Exact

BLAST RADIUS

Oof4

HOSTS TARGETED




Gremlin

Choose a Gremiin

What do you want to attack?

Q Procuss Killar

Shutdown

Netvrors
hos

Tire Travel
Choose Hosts to target @

Run the attask




Choose a Gremlin

Resource

Network
i

Choose a Gremlin

Resource

Netwark

Choose a Gremlin

Resource

Network

Q Procass Killer
@ Shutdown
@ Time Travel

@ Latenay
@ Packet Loss

Gremlin




Hipster Shop Anatomy
(Online Boutigue)

@ python g_(g) oo
EmailService —
AdService
nede
@©

PaymentService CheckoutService

ShippingService

‘ / CartService
Frontend
Cache
l (redls)

CurrencyService

ProductCatalogServuce

n Q
o@dc

Gremlin OSC
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Load Generator

C.

RecomendauonSerwce

@ python

https://github.com/GoogleCloudPlatform/microservices-demo



https://github.com/GoogleCloudPlatform/microservices-demo
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