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shinip.kim@gmail.com
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Sent) & : > Manage your Google Account

Drafts
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212t2upt| Google Keep

1,212

Mail

Meet

&+ Add another account
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- B New meefing 7
| g ; ol HeejaeDemoEnv - Welcome to Oktal!
b B3 Join a meeting
YouTube Linkedin WhiatsApp N e Sign out

Hi &1g],

— @ T Hangouts 35\ '
-] r o s HE N - -~ &> Your organization is using Okta to manage your web applications. This means you Privacy Policy * Terms of Service

e T OrgWiki App Store 0 o L4 . can conveniently access all the applications you normally use, through a single,
3 z secure home page. Watch this short video to learn more: https://www.okta.com/intro-
to-okta/

Authenticator

Evernote

Your system administrator has created an Okta user account for you.
Click the following link to activate your Okta account:

g m ' X No recent chats

Start a new one

Your username is shinip.kim@iamuser.org
Your organization's sign-in page is https://apps.lamuser.org

[

If you experience difficulties accessing your account, you can send a help request to
your system administrator using the link: https://apps.iamuser.org/help/login

. -
https://accounts.google.com/SignOutOptions?hl=en&continue=https://mail.google.com/mail&service=mail
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HeejaeDemoEnv X HeejaeDemoEnv - Groups > HeejaeDemoEnv - Dashboard X +

& X #@ heejae-admin.okta.com/

Reading List

OO0 heejae.chang@okta...
h...
okta Q Searc 0o HeejaeDemoEnv
Dashboard o The new admin experience is ON for this org. Return to the old experience @
Dashboard
Overview Status
Tasks
Users @ Groups SSO Apps Okta service Agents

Agents . .
2 2 g 34 0% 44 ® Operational @ Operational
last 7 days last 7 days

Notifications
Updated at 19 Jun, 24:01

Getting Started

Directory e Tasks ‘:‘
People Type + Items < Description
Groups To-do 21 Application accounts need deprovisioning

Profile Editor

Info 16 Applications can be updated to use provisioning
Directory Integrations
Profile Sources Org changes View all Security Monitoring
Applications N Update policy rule: Default Policy, Default Rule View

19 Jun, 18:41 » Heejae Chang

Security v
pdate policy rule: group rule default policy, Employees iew

Updat li | le default policy, Empl Vi 69%

Workflow v 19 Jun, 11:51 » Heejae Chang 9 of 13 tasks completed
View Healthinsight

Reports v Update policy rule: group rule default policy, Employees View

19 Jun, 11:48 » Hesjae Chang 0 IP threats blocked by Threatinsight View

‘ Within the last 7 days.

Settings v

Revoke user privilege: Hakjong Yu View . . :

0 users have self-reported suspicious activity View
19 Jun, 11:40 ¢ Okta System i

Within the last 7 days.

Update policy: Default Policy View

), 11:24 » Heejae Chang




OrO| EllE| E|

IT EEXte| i HEE
Okta Admin ConsoleOf|A]
£l 0 HE|51A sl 5
ol L|C}.

AN H

okta

2
re
ofn
s
d

Monitoring &
Customization

© Okta and/or its affiliates. All rights reserved. Confidential Information of Okta — For Recipient's Internal Use Only



A
LO| Sl E| E|
|

T et AN YRS

Okta Admin ConsoleO| A

A5 Hash 2uE
Qi Lict

okta

© Okta

and/or its affiliates

. All rights reserve

d. Confidential Information of Okta — For Recipient's Internal Use Only



A
=
O

AMEXHO A OfH HO| [0
[A=K|, ™ JEOH =of] A=A
2|0 AFEA ZE OO0

Of [cf ok ’HE%OI NEEE Y
A=A| ot O A mpefota
e[ o UG LT

T M-

okta

HeejaeDemoEnv

&y # heejae-admin.okta.com/adn

= okta

Q search...

HeejaeDemoEnv - Dashboard X +

The new admin experience is ON for this org. Return to the old experience @

Overview

Users ©

21 last 7 days

Tasks

Type +

To-do

Info

Info

ltems

a
v

257

15

Groups

Status

SSO Apps Okta service

7 6% 4 4
last 7 days

Updated at 6 Jun, 23:55

® Operational

Description

Application accounts need deprovisioning

Applications can be updated to use provisioning

Applications can be updated to use SAML
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2 ejaeDemaE nv rejssDemoE v S > moFny s aejardemol . HeejaeDemoEny - People

# heejae-admin.okta.com/a:

[E) Reading List

@ OO0 heejae.chang@okta...
oo HeejaeDemoEnv

okta Q

Dashboard v
Directory N 4 People e
A D ( i : | W : k  — O_” Paople | 2. Add parson | T Resot passwords < Resot multifactor Mors actions v
! O g e r S pa C e Groups A Import users from CSV

FYE ABR YES NY o

1. Deactivate
Person & username Status

mporte & 9o, ZHeksi) Tl

Profile Sources Onboarding

csv import=E CHEo| AL XS . s ;

Explire passwords

& Unlock people m Active
groun adming m
Pending user action o
— )
= E OF A OI AL | | Security W frank boone@aktaice com Active
o = | AN H . Active
Workflow .
Active 18 ae Chang heejae.chang@okta.com Active
Roports v Password reset 0
heejae0704@gmall.com Active
L - t
Settings v o 2
Wackive motoki.isaka@okta.com Active
Suspended o
heejae0704@gmail.com Deactivatad
Deactivated 2
gsuite.testuser@iamuser.org Active
ewan.thomas@okta.com Active
payuser@iampay.org Active
eriiamouy.org
MR Y market.kang@iamuser.org Active
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HeejaeDemoEnv

@ heejae.okta.com/apr

Reading List

Heejae <
HeejaeDemoEnv

/ x
H ’
L o
| o Q_ search your apps

f MyApps

[ ]

@ Work
Work

Add section @®

Okta Integration NetworkOf|
s=&l 7,00071 O &2 At
dol& HEals 0| &5tH

aws

X Confluence

T Jira

e )

AWS Account Google Workspace
Federation Mail

Notifications 1 Atlassian Cloud

Confluence SAML

Google Workspace Atlassian Cloud Jira
Calendar SAML

SAML/OIDCO| CHt M E X|AlO|
S0l ¥E H=EAH HASSHLD

5 slack

HH—'c';I- s 0|¢|_||_-_|.
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Slack
Salesforce.com OneDrive Teams SharePoint Online
‘ Bsa 2R okta
A ) Google '] Orf[ﬁe - 35 Advanced Server Access
DATADOG

&

Microsoft Office 365

Microsoft Office 365

L -8

Microsoft Ofge 365

Microsoft Office 365

Okta Advanced Server

Azure Portal Google Cloud Platform Office Portal Datadog Access
Last sign in: a few seconds ago
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okta

Dashboard
Dashboard
Tasks
Agents
Notifications
Getting Started

Directory

Applications

Appncatlo@

Self Service
Security
Workflow
Reports

Settings

Waiting for heejae-admin.okta.com

HeejaeDemoEny - Dashboard X +

kta.com

Reading List

@ BD heejae.chang@okta...

Search... 5 v
HeejaeDemoEnv
The new admin experience is ON for this org. Return to the old experience @
Overview Status
Users @ Groups SSO Apps Okta service Agents
1 N 14% 116% 52 ® Operational ® Operational
last 7 days last 7 days
Updated at 20 Jun, 24:01
Tasks =
Type + Items & Description
To-do 67 Application accounts need deprovisioning .
Info 15 Applications can be updated to use provisioning -
Org changes View all Security Monitoring
Update policy rule: Default Policy, MFA for all View
19 Jun, 22:55 » Hesjae Chang
Update policy rule: Default Policy, Default Rule View 69%
19 Jun, 22:54 ¢ Hesjae Chang 9 of 13 tasks completed
View Healthinsight
le: Default Policy, MFA for all View
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® Chrome Fip Edit View History Bookmarks
HeejaeDemoEny - Dashboard

# heejae-admin.okta.com,

okta

Dashboard
Tasks
Agents
Notifications

Getting Started

Directory ~
Applications v
Security A
General
&

Healthinsight

Authentication

Multifactor

Identity Providers

Delegated
Authentication

Networks

Behavior Detection

Device Trust

Administrators

0. okta.comyadming

Profiles

Tab

Window

The new admin experienca is ON for this org. Return to the old experience @

Overview Status

Users @

22 e

Groups

34 ...

SSO Apps Okta service

® B8

Agents

44 o o

Updated at 19 Jun, 24:01

Tasks
Type + items % Description
To-do 67 accounts nead dep g
info 15 Applications can be updatad to use provisioning
Org changes View all Security Monitoring
Update policy rule: Default Policy, Default Rule View
) Jun, 18:41 « Hoejee CF
Update policy rule: group rule defauit policy, Employees View 69%
3 Jun, 11:51 » Heejne 9 of 13 tasks completed
View Healthinsight
Update policy rule: group rule defauit policy, Employeas View
3 Surc 11:48's Hools Chang 0 IP threats blocked by Threatinsight
| Wit
Revoke user privilege: Hakjong Yu View
- ‘-g 1 onE 0 users have seif-reported suspicious activity
S o Witéiin the fast 7 days
Update policy: Default Policy View
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O H R 3 HeejaeDemoEnv - People User List - Admin Console Administration
I I A : ; ; C @ heejae-admin.okta.com/admin/user o Yr W A

Reading List

O | E A|' O ‘ E = okta @ B8 "
E —6 I_ _EI- E ‘ Q search...

O HdH -

4 People © Help

[ 4. Add person 1 C Reset passwords ‘ C Reset multifactor More actions v
E Search...
SCIM & APIE &off A==
OH _Q_ AH A 2 X
H 9_ A X H -I A (&) X o-l Person & username Primary email Status
Everyone 21 [
E S} rg ! |§ M2 : — -
— Okta Admin okta.admin@heejae.com Active
=38, A XHEOQE i e
H okta.admin@heejae.com
OktaOll A XFESF80] T 2% ’
Staged 0 Group Admin group.admin@okta.com Active
H EI‘ O x -.-l__l_l_ -” group.admin@okta.com
I —'—9 o A -9- Pending user action 1
Gsuite Admin admin@iamuser.org Active
Active admin@iamuser.org
Active 20 Frank Boone frank.boone@oktaice.com Active
frank.boone@oktaice.com
Password reset 0
Heejae Chang heejae.chang@okta.com Active
3 Locked out 0 M B
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Timing
First name: Michael
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Okta Event Hooks
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okta Developer

X -| El Dxl v Reference

Overview

w Core Okta API

> Rate Limits

OI¢|_| |_'_|-.

A H

Error Codes

Authentication

Identity Providers

OpeniD Connect & OAuth 2.0

15 YA ALK API endpoint:

WebFinger

/api/v1/groups/${groupld}/users/${
userld}

okta

Community v Blog Pricing Okta.com Sign in to Okta

Core Okta API

The Core Okta AP is the primary way that apps and services interact with Okta. You can use it to implement

basic auth functions such as signing in your users and programmatically managing your Okta objects,

Sign in Your Users

APl endpoints to authenticate your users, challenge for factors, recover passwords, and more. For example:

* The Authentication API controls user access to Okta.

* The QpeniD Con

ct & QAuth 2.0 AP| controls users access to your applications.

Manage Okta Objects

REST endpoints to configure objects whenever you need. For exampie:

The Apps AP is used to manage Apps and their association with Users and Groups

SIGN UP

On This Page

Sign in Your Users
Manage Okta Objects
Versioning

Compatibility rules for input

parame

Compatibility rules for JSSON

responses

URL Namespace

Th Pl se
clsenfflisisel  Remove User from Group

The Sessions APl crg

The Policy API ¢ (230N /apivigroups/${groupld)users/${userld)

The Factors APlis U Removes a user from a group of OKTA_GROUE type

Notes: You can modify only m

berships for groups of | OKTA_GROUP type

Request parameters

Parameter Description ParamType Datalype Required Default
groupld d ofthe Group URL String TRUE
userld id of a user URL String TRUE

Response parameters

NFA

Request example

ar v =X DELETE \

1 json

H "Content e: application/json” \

| “Authorization: SSWS ${opi_token}'
"https://${yourOktaDomain}/api/v1/groups/@

Applcation Imports are responsible for managing group memberships for groups of APP_GROUP type such as Active Directory groups.

For Recipient's Internal Use Only
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AP| HEZOIE
(/oktaEvents)

v

2| A E JSONO| A
User X Group &
Parse

v

@_.

SHE User 1& HH 4

U=D A H MY

groupWith
Duration.csv

l

&)

membersExpire
On.csv

DAL B + UK RE
=
A\
. —— ‘membersExpireOn.csv’
= |0l Ef ol
2
Node Cron
‘1 HH A OFFE
Everyday at AHE A =0l
1AM
v
O O
Okta APl @ =5}0
ey —— ()
O O
! Okta API
/api/vl/groups
/${groupld}/us
ers/S{userld}
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Removed-
08/23/2021.csv
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HeejaeDemoEnv - Groups

# heejae-admin.okta.com

okta

Dashboard v
Directory ~N
People
Groups

Profile Editor

Directory Integrations

Profile Sources

Applications v
Security v
Workflow .
Reports v
Settings v

HeejaeDemoEnv - Groups

Q Search...

4 Groups

All Rules

‘ 4, Add Group ‘

Source Name

o timed-test1-10days

membership expires in 10days from the assignment

o timed-test2-1day

r membership expires in 1day from the assignment

o timed-test3-30days

membership expires in 30days from the assignment

Okta, Inc. Privacy Version 2021.081C

@ OO0 heejae.chang@okta...

0 HeejaeDemoEnv i
@ Help
timed x
People Apps Directories
0 0
0 0
0 0

Status site Download Okta Plugin Feedback
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[ N HeejaeDemoEnv - Groups X HeejaeDemoEnv - Group

& Cc @ heejae.workflows.okta.com

@ Workflows

FOLDERS [+

Assign Group Membe..

Default Folder

Manage Okta

Remote Sync

ServiceNow Approvals

Twitter

Home Connections Templates

Assign Group Memberships Temporarily Based on Time?

Flows (3) Tables (2)

APP ON/OFF NAME

oﬂ i [ Determine Iif user added to temporary group

Scan users for removal

" o Tj SUB - Remove User from Group

EXECUTION

@s

20 minutes
ano

Q4

19 minutes ago

@3

19 minutes ago

AUTHOR

Heejae Chang

Heejae Chang

Heejae Chang

heejae@okta

Help =

DATE CREATED v .|

19/08/2021

3
(=}
@
N
Q
]

19/08/2021

H. Chang ~




X2 280 7w A 27t Ofdis

le

me 7|0 AES ol Ars=tE 7

Okta Workflows:

jo0

o

X~
o

AP call2F &=

)

— —
z ol

+ Ol2| g2 HEHE A

2
o

! child flow XH A}

=
=

El
o]

<
oF
O

DR A| 3}

|

ml
oJ
oK

M St

I
<Hl

okta



250l
4| /0] Qe =

Function

O
&
@
2

¥ Add Note

L Alrtable AWS Lambda Box Excel Online
Arﬁ xo-l Q-I EI_I JI E1 (; Save and h“,l\/'
o|o] =0T & HHUHZ A 2295 745t
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